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Denmark
BIMCO Issues Cybersecurity Guidelines for Ships

The Baltic and International Maritime Council (BIMCO) – the world’s 
largest international shipping association – has launched a set of 
guidelines aimed at the shipping industry to help prevent major 
safety, environmental and commercial issues that could result from a 
cyber-incident on board a ship. The guidelines discuss how to assess 
the risk and determine vulnerabilities, and controls to put in place to 
minimise the risks and develop contingency plans.

Guidelines

Germany
Bundestag Adopts Law Introducing Evidence of Arrival for 
Asylum Seekers

The Bundestag has adopted a law introducing evidence of arrival 
(Ankunftsnachweis) for asylum seekers. Accordingly, personal 
data such as name, date of birth, place of birth, but also data such 
as the home country, graduation, fingerprints and health will be 
centrally collected and retained upon first contact instead of upon 
application for asylum. The evidence of arrival shall be a condition 
for receiving social services and applying for asylum. The governing 
parties held that this instrument will accelerate asylum procedures. 
The opposition parties expressed concern over data privacy and 
transparency.

Press Release (in German)

“Stiftung Datenschutz” Criticizes Lack of Equipment at Data 
Protection Authorities

Commenting on the adoption of the law introducing a right of 
consumer associations to proceed against breaches of privacy, 
Frederick Richter, the chairman of the Foundation for Data Protection 
(Stiftung Datenschutz), criticized the German government for not 
improving the equipment of German data protection authorities. 
Richter particularly pointed to the growing administrative tasks due 
to the EU General Data Protection Regulation. He cited estimations 
according to which one single post is available to each federal data 
protection authority for 9,300 companies.

The Stiftung Datenschutz was established in 2013 and based on civil 
law. Its goal is to promote transparency and self-data protection 
through information and education.

Article (in German)

Hungary
European Court of Human Rights: Hungarian Anti-Terrorist 
Legislation Violates Human Rights

The European Court of Human Rights has ruled, unanimously, that 
Hungary had violated Article 8 (respect for private and family life, 
the home and correspondence) and Article 13 (right to an effective 
remedy) of the European Convention on Human Rights through its 
legislation on secret anti-terrorist surveillance introduced in 2011. 
Even though the Court conceded that surveillance technologies were 
a consequence of current terrorism, it held that Hungarian legislation 
did not provide sufficient safeguards against abuse.

ECHR Judgement (PDF)

Netherlands
Netherlands: Enhanced Powers Allow PDA to “Show Its 
Teeth”

The Dutch Personal Data Authority (PDA) has published its new 
Active Disclosure Policy in line with the recent amendments to the 
Dutch Data Protection Act 2000 and which allow the PDA to impose 
fines up to €820,000. The Policy is meant to provide transparency and 
clarification about the amendments to the Dutch Data Protection Act 
2000, implementation and the PDA’s accountability regarding the use 
of its new enforcement powers.  

Article

Russia
Russia’s 2016 Data Localisation Audit Plan Released

The Russian data protection regulator has released a detailed plan 
of data localisation compliance audits of major multinationals 
scheduled for later this year. The data localization law (Federal Law 
No. 242-FZ), requires companies to store all personal data of Russian 
citizens in databases located inside Russia.

Russian authorities have pledged to refrain from using compliance 
audits to shut down foreign online businesses and the Russian 
government has said that the aim is not to block foreign online 
resources and services. However, they will require businesses to 
meet Russian legislative requirements.

Audit Plan (PDF) (in Russian)

https://www.bimco.org/News/2016/01/04_Cyber_security_guidelines.aspx
https://www.bundestag.de/dokumente/textarchiv/2016/kw02-de-datenaustausch/400410
http://stiftungdatenschutz.org/
http://hudoc.echr.coe.int/app/conversion/pdf?library=ECHR&id=003-5268616-6546444&filename=Judgment Szab%F3 and Vissy v. Hungary - legislation on anti-terrorist secret surveillance.pdf
http://www.dataguidance.com/dataguidance_privacy_this_week.asp?id=5677
http://77.rkn.gov.ru/docs/77/Plan_dejatel6nosti_CFO222.pdf
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Taiwan
Taiwan Amends Personal Data Protection Law

The amendments to Taiwan’s Personal Data Protection Law (PDPL) 
revise 12 articles in the PDPL. The amendments concern the 
collection and use of sensitive personal data, the form of consent 
for the collection and use of non-sensitive personal data, and the 
imposition of criminal liability for violations of certain provisions of 
the PDPL. The amendments are expected to become effective in the 
first half of 2016.

Blog post

UK
Investigatory Powers – Regulation of Investigatory Powers 
(Interception of Communications: Code of Practice) Order 2015

A revised code of practice is brought into force from 15 January 2016, 
setting out guidance relating to the interception of communications. 
It replaces the previous code issued in 2002 and provides additional 
safeguards relating to confidential information, external interception 
and requests for intercept material from international partners, as 
well as some minor changes. 

Order (PDF)

Requiring Direct Marketing Callers to Provide Calling Line 
Identification

The Department for Culture, Media and Sport has proposed to make 
it a legal requirement for all direct marketing companies to display 
their telephone number on caller ID, helping consumers to report 
unsolicited calls to the regulators.

Consultation

Freedom of Information (Public Interest and Transparency) Bill 
2015-16

The Freedom of Information (Public Interest and Transparency) Bill 
was introduced to Parliament on Tuesday 19 January 2016. The Bill 
amends the Freedom of Information Act 2000 by: removing provisions 
permitting Ministers to overrule decisions of the Information 
Commissioner and Information Tribunal; limiting the time allowed for 
public authorities to respond to requests involving consideration of 
the public interest; extending the Freedom of Information Act 2000 to 
cover private companies, social enterprises and charities contracted 
to carry out work for public authorities and the Royal Household; and, 
other connected purposes.

Bill Stage

USA
Introduction of the Bipartisan Federal Legislation: 
Cybersecurity Disclosure Act, 2015

Bipartisan federal legislation, the Cybersecurity Disclosure Act 
of 2015 (S. 2410), was recently introduced in the U.S. Senate by 
Senators Jack Reed (D-RI) and Susan Collins (R-ME), who both 
serve on the Senate Select Committee on Intelligence. The bill was 
referred to the Senate Banking Committee (on which Senator Reed 
sits) and will now be considered by that committee. The bill would 
require public companies to disclose whether any Board member has 
experience or expertise in cybersecurity, and to describe the nature 
of that experience or expertise. If no Board member has cybersecurity 
experience, the company would have to disclose why the Board 
concluded that it was not necessary to have cybersecurity expertise 
on the Board of Directors – for instance, due to existing cybersecurity 
measures or to the company’s other specific circumstances. The 
SEC would be charged with issuing rules detailing these disclosure 
requirements.
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