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Your Speaker

For 20 years, Annette has advised national and international 

businesses 

 privacy law

 technology law 

 telecommunications law

 intellectual property law

 media law 

 competition law

In particular, she leads the implementation of privacy compliance programs and 

centralized software systems, and provides advice on policy and regulatory issues 

arising in the electronic communications and internet sectors. Annette also advises 

clients on legal issues relating to profiling and online marketing business models.

She also represents our clients in both in court and out-of-court disputes, often in 

matters involving cross-country issues.
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Partner, Berlin
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Your Speaker

Mareike Lucht is an associate in our Data Privacy & Cybersecurity Practice based 

in our Berlin office. She advises and represents clients in national and 

international privacy compliance, with a special focus on the current 

development of data privacy laws.

Mareike regularly drafts international data transfers agreements, privacy policies and 

assists with data subject access requests. She handles IT and commercial contracts, in 

particular in the e-business sector. She further advises national and international clients 

on M&A transactions and compliance, focusing on data transfers.

Mareike holds an LL.M. from the University of San Diego, with a specialisation in US 

Business and Corporate Law. Before joining the firm, she worked at other prominent law 

firms in Berlin and Los Angeles as an associate and a trainee. She also worked for an 

internet start-up in San Diego.
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Associate, Berlin
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DPIAs and the

General Data Protection Regulation (GDPR)

GDPR introduces for the first 

time mandatory DPIAs 

(Art. 35 GDPR)

Similar concept previously 

used in Germany: 

prior checking 

(“Vorabkontrolle”)

Non compliance with the 

DPIA obligation

Constitutes a serious violation, 

subject to a fine up to 10 million 

Euros or up to 2% of the total 

worldwide turnover of the 

preceding year

May also lead to

 Claims for damages

 An order by a supervisory 

authority 

 Injunctions or interim 

measures by individuals or 

works councils

 Loss of reputation and 

customer trust
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What is a DPIA?

A process to identify and reduce the privacy 

risks of new projects or practices

An integral part of taking a privacy by design 

approach

Difference to a privacy audit

 DPIAs are prospective, act as an early 

warning system, may affect the design/

end-result and are proactive

Objectives 

 Minimizing risks

 Preventing unlawful processing

 Implementing privacy by design and 

by default
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What triggers a DPIA?

DPIAs shall be conducted, where …

 a type of processing is likely to result in a 

high risk to the rights and freedoms of 

natural persons

 taking into account: nature, scope, 

context and purposes of the processing

DPIAs are particularly required in the case of 

 Systematic and extensive evaluation of 

personal aspects based on automated 

processing, including profiling, and on which 

decisions with legal or similar effects are 

based

 Processing of a large scale of sensitive data 

or of personal data relating to criminal 

convictions and offences

 Systematic monitoring of a publicly 

accessible area on a large scale

 Positive or negative lists by SAs
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What do supervisory authorities say?

The Article 29 Working Party (now: European Data Protection Board) 

has established a list of nine criteria using the following formula:

In most cases, a data controller can 

consider that a processing meeting 

two criteria would require a DPIA to be 

carried out.

”

“
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The nine criteria

1. Evaluation or scoring

2. Automated-decision making with legal or 

similar significant effect

3. Systematic monitoring

4. Sensitive data

5. Data processed on a large scale 

6. Matching or combining datasets

7. Data concerning vulnerable data subjects

8. Innovative use or applying new technological or 

organisational solutions

9. The processing itself “prevents data subjects 

from exercising a right or using a service or a 

contract”
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Examples of two or more criteria being met

Processing Relevant Criteria DPIA Required?

A company is collecting public social

media data in order to generate profiles.

 Large scale processing.

 Matching or combining of 

datasets.

 Evaluation or scoring.

 Sensitive data.

An online magazine is using a mailing list

to send a daily summary to its subscribers

via a mailing list.

 Large scale processing.

A company is systematically monitoring 

the activities of its employees, their 

workstations, internet usage, etc. 

 Vulnerable data subjects.

 Systematic monitoring.

An e-commerce website is showing ads 

for vintage furniture involving limited 

profiling based on items viewed or 

purchased on its own website.

 Evaluation or scoring.
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Harmonization of Member State lists by the 

European Data Protection Board

Examples of processings considered to 

require a DPIA, if conducted in conjunction 

with at least one other criterion:

 Biometric data; genetic data; location data

 Data collected via third parties

 Processing for scientific purposes

 Processing data using new/innovative 

technologies

 Migration from one system to at least one 

other

Examples of processings considered to be 

no criterion leading to a DPIA obligation, 

alone or with another criterion:

 Joint controllership

 Referencing a specific legal basis; further 

processing

 Cross-border information systems; 

international transfers

 Interfaces of personal electronic device 

unprotected against unauthorized readout
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What is the content of a DPIA?

Please document in a transparent manner!

 Systematic description of the processing and its purposes

 including, where applicable, the legitimate interest pursued by the controller 

 Attention: German supervisory authorities maintain that half a page of description of the facts is 

not enough.

 Assessment of the necessity and proportionality of the processing

 Assessment of the risks to the rights and freedoms of data subjects

 consider expectations of the individuals

 evaluate the level of risk, based on likelihood and impact

 The measures envisaged to address the risks

 e.g., local storage, access restriction, limiting retention, pseudonymisation, anonymisation, 

encryption 

 Attention: German supervisory authorities have found that many descriptions are too general and 

insist on concrete measures!

Minimum content
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When to conduct a DPIA?

Time of conducting it? How often to conduct it?

Prior to the processing!

a single assessment may suffice 

• If it addresses a set of similar processing 

operations that present similar high risks

a review may be required

• At least when there is a change of risk
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Who must be involved?

Company

Data Protection Officer

(Data Subjects)

(Supervisory Authority)

German supervisory   

authorities have complained 

that many companies do not 

seek advice from me, but let 

me carry out the DPIA 

myself…
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Implement the results!

 The DPIA should be integrated into a comprehensive data protection 

management system:

 Coordination between departments

 IT, Human Resources, Advertising, Compliance Officer, Audit Management, 

Management Board etc.

 Coordination between different data protection tasks

 Records of Processing Activities

 Data Breach Response Plan

 Technical and Organisational Measures

 Documentation Requirements

 Consent and Information

 Legitimate Interest Assessments
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Recommendations

321

Always follow guidance 

from the European Data 

Protection Board and the 

positive/negative lists 

from the supervisory 

authorities

Eventually conduct 

“DPIAs light”, 

irrespective of legal 

obligation

Consider DPIAs as more 

than a mere legal 

compliance task and 

integrate them in your 

overall risk management 

practice
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Conclusion

A DPIA is not the end: 

it is an (ongoing) process!
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Thank you!

Dr.  Annette Demmel

Partner, Berlin

Rechtsanwältin

Certified Specialist for Information 

Technology Law

Certified Specialist for  Copyright and 

Media Law

T +49 30 72616 8226

E annette.demmel@squirepb.com

Böblingen (Stuttgart)

Herrenberger Straße 12

71032 Böblingen

T +49 7031 439 9600

Berlin

Unter den Linden 14

10117 Berlin

T +49 30 72616 8000

Frankfurt am Main

Eurotheum

Neue Mainzer Straße 66-68

60311 Frankfurt am Main

T +49 69 1739 2400

Mareike Lucht

Associate, Berlin

T +49 30 72616 8131

E mareike.lucht@squirepb.com
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