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What Are the Implications of the GDPR in

Asia Pacific?
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The New Law
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The European Union (EU) has recently adopted the General Data
Protection Regulation (GDPR), stringent new legislation to protect
the privacy of EU residents.
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This law will affect not only companies with European subsidiaries,
but also companies that target EU customers or their behavior.
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The GDPR applies to regulate how such data is collected and kept,
no matter where the servers that hold the data are located. So, if
your server sits in Asia but holds any EU employee or consumer
information, you should analyze the application of this new law.
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What is the Risk?
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Failure to follow the GDPR can lead to fines of up to €20 million or
4% of global revenue, whichever is higher, once the penalty phase
begins on May 25, 2018. Besides the governmental regulatory
investigations and fines, class action suits are allowed for
individuals, which can escalate to a regulatory investigation. We
are already seeing requests for information from plaintiff's groups in
preparation of this.

For these reasons, we believe that the impact of these regulations
and fines will be felt much more quickly than other new regulatory
laws.
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What to Do
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[t is important for companies to prepare in advance for the GDPR.
Despite the time available before the penalty phase, we believe it
may take companies a year or more for preparation to assess and
implement the changes needed to comply. Below is an overview of
the projects that your team should consider to implement.
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Preliminary Due Diligence — Start gathering information and
assessing what steps your organization needs to take to become
GDPR compliant.
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Data Mapping — The GDPR requires organizations to keep detailed
records of their data processing activities. Review and map your
internal and external data flows and ensure appropriate transfer
mechanisms are in place.
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Consent-Based Data Uses, Automated Processing, Including
Profiling — The GDPR makes it harder to obtain valid consent and
contains restrictions/additional obligations relating to the use of
automated processing including profiling. All processing activities
should be reviewed and made to conform with the regulation.
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Privacy Notices and Consents — Under the GDPR privacy notices
must be concise, intelligible and easily accessible using clear and
plain language. Additional content may be required to be inserted
into all privacy notices. Privacy notices, consent forms and
pracesses should be reviewed and amended accordingly.
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Individuals Rights — The GDPR extends existing rights and
introduces new rights for individuals. Organizations must put in
place procedures allowing individuals to effectively exercise their
rights.
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Privacy by Design, Privacy by Default and Data Quality —
Compliance with the GDPR must be embedded into all processes
and applications which involve the use of personal data. The
GDPR also contains strict rules on data retention and data quality,
such as accuracy. Procedures should be reviewed and amended, if
existing, or developed and formalized, as necessary.
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Data Sharing — Direct liability is imposed on data processors, and
stricter requirements are imposed on data controllers engaging
data processors, including incorporating prescribed clauses in
agreements. The GDPR also contains new obligations for joint
data controllers. Processor agreements and controller-to-controller
agreements/clauses should be reviewed and updated.
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International Data Transfers — The GDPR does not substantively
change the current requirement to have adequate measures

in place when transferring personal data outside the EEA, but
the sanctions for non-compliance are substantially increased.

It is now more important than ever that your organization has
compliance mechanisms in place.
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Data Protection Impact Assessments (DPIAs) — The GDPR requires
businesses to carry out DPIAs in relation to any “high risk”

data processing and to consult with the supervisory autharity in
certain circumstances. Organizations should look out for expected
guidance from the WP29 or supervisory authorities from key
Member States and, if necessary, review and update internal
processes and procedures to conform with DPIA requirements.
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Data Security and Breach Management Process — Organizations
must take appropriate technical and data security measures,
including specific types of measures described in the GDPR,
“where appropriate”. The GDPR also requires the reporting of data
breaches to the supervisory authority without delay, and in any
event within 72 hours, and to inform affected individuals about
high risk breaches. It is important that businesses understand the
required security measures and, if necessary, modify their breach
management process to become GDPR compliant.
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Privacy Governance — The GDPR contains a new accountability
requirement which requires a company to demonstrate its
compliance with the GDPR. The appointment of a Data Protection
Officer is mandatory in certain circumstances and a robust
governance structure, supported by the appropriate policies

and employee training and awareness, is critical to fulfilling the
obligation to demonstrate compliance. Organizations must fully
understand the accountability requirement and review, amend and
supplement their existing policies to adhere to it.

Suggestion

I
HARBRFAGRIF — B LCRER MR AL EHME A —TRFR
BN 5. AT, FEEWMSEIREBRIAKL ML L2
RERMBSENEAEEXMRE, mIEHFEX
BEZIERTE.

[t may be natural to think of data privacy protection as mostly

a technical issue. But as data privacy/cybersecurity laws start

to move across borders, there are many legal obligations to be
considered.
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Preparing for the GDPR, is a multi-step process that starts with an
assessment of what personal data you collect and where it is stored.
This can identify not only issues with GDPR compliance, but also
other jurisdictions where data privacy laws may apply. For example,
China, Japan and Qatar have recently enacted new laws/revisions
that may impact your data.
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If your law firm is global enough, you will be able to work with
one firm to more efficiently balance the potentially conflicting
rules. Based on the assessment, a weighing of options should
lead to creating the optimal business-friendly solution. A good
firm should have the ability to help you implement those solutions,
in cooperation with your IT/Information Security team or 3" party
technical solution vendor. The time to act is now in order to avoid
the massive penalties and loss of business associated with lost
personal data.
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