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A s the COVID-19 outbreak continues and cybercriminals 
seek to exploit a remote workforce, cybersecurity 
issues remain fundamentally important. Businesses are 

concerned about the cyber risks facing their organizations, due 
in no small part to the staggering losses that can result from a 
major cybersecurity incident, which can encompass not only 
harm from the loss of data but also reputational damage as a 
result of customer impacts and subsequent media attention.

Of course, technical cybersecurity safeguards and orga-
nizational preparedness for a cyber incident remain critical 
for an effective cybersecurity program. Adequate insurance 
for cyberattacks and loss of data is just as essential, however, 
although often overlooked. Regardless of size, every organi-
zation should assess whether it has adequate cyber liability 
insurance. This article explores the use of standard industry 
forms to cover cyber liabilities, the exclusions used in standard 
industry forms for data breach liability, and gaps in coverage 
between those standard business insurance forms and cyber 
liability or network security insurance policies.

Standard CGL Policies Do Not Necessarily 
Cover Risks Arising from Cyberattacks
The Insurance Services Office, Inc. (ISO), a Verisk company, 
develops form policy and endorsement language for its 
insurance industry subscribers. It also provides statistical, data 
reporting, and other services to insurers in the property and 
casualty industry. ISO stays current with all state insurance 
regulations and forms changes, and produces policy forms that 
purport to comply with a given state’s insurance regulations as 
long as the current form edition is being used.

By using ISO forms, an insurance company does not have 
to request new state regulatory approval for its forms each 
time there is an update to an insurance regulation. Because 
carriers must obtain regulatory approval for new custom forms 
in most states, their use can sometimes mean considerable 
effort and delay, and so the convenience of using ISO forms 
is very appealing. Nevertheless, many insurance carriers want 
policies that include custom terms, so they either create cus-
tom forms incorporating segments of the ISO forms or create 
entirely new forms for certain coverages.

Among the policy forms developed by ISO is the familiar 
commercial general liability (CGL) policy. This policy provides 
coverage to a commercial entity for damages to and caused by 
the entity’s business operations. Recent cases discussed below 
underscore the value of purchasing cyber or network security 
insurance to cover gaps in an organization’s CGL policy. For 
instance, while CGL policies provide comprehensive business 
insurance, they do not cover all risks: CGL policies typically 
exclude damages arising out of losses of electronic data, which 
is not considered “tangible” property. As a result, many compa-
nies protect themselves from cyber-related losses with specific 
cyber or network security insurance policies. Various incon-
sistencies resulting from court decisions have also emerged, as 
discussed in greater detail below.
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TIP: To mitigate future risk, policyholders should 
review their CGL policies and any stand-alone 
cyber policies with experienced counsel to 
determine whether there is a gap in their coverage.

In 2013, ISO issued new endorsements to the CGL policy, 
which included new language regarding data-related liabilities. 
Nevertheless, uncertainty over coverage in this area remains. 
There is a disconnect between the 2013 ISO endorsements and 
applicable statutory law, as well as the body of case law on this 
issue that continues to develop.

Cyber insurance alone, however, is not a magic bullet. To 
mitigate future risk, policyholders should review their CGL 
policies and any stand-alone cyber policies with experienced 
counsel to determine whether there is a gap in their coverage. 
When a gap in coverage is identified, policyholders should 
immediately explore additional coverage options. With the risks 
posed by cyber threats and data breaches expected to continue 
to increase, attention to potential coverage issues arising out of 
these incidents should be a feature of any data protection and 
cybersecurity risk management program.

Early ISO Policy Forms Did Not Directly 
Address Data and Cyber Issues
When ISO initially developed its CGL form, hacking, data 
breaches, and cybersecurity risk were either nonexistent or 
inconsequential for most businesses. Accordingly, damage 
resulting from the unauthorized access, use, or disclosure of 
personal or confidential information was not clearly covered 
under older CGL policies. The many coverage disputes 
between insurers and policyholders over hacking and cyber-
security issues, including those that predated the release of the 
2013 ISO endorsements, reflected this trend.

As just one example, over 40 class actions were filed in 2000 
against an internet services provider with proprietary software 
that enabled consumers to access the internet and the provider’s 
online services. The plaintiffs, who had purchased the provider’s 
version 5.0 access software, alleged that version 5.0 had substan-
tial bugs and incompatibility with numerous applications and 
operating systems. The plaintiffs alleged that the software caused 
serious injury to their computer systems and preexisting soft-
ware, and that version 5.0 altered the plaintiffs’ existing software, 
disrupted their network connections, caused the loss of stored 
data, and caused their operating systems to crash.1

The provider tendered the defense of those suits to its 
insurance carrier, which had issued a CGL policy to the 
provider. The policy covered “property damage,” defined as 
“physical damage to tangible property of others, including all 
resulting loss of use of that property; or loss of use of tangible 
property of others that isn’t physically damaged.”2 The insurer 
denied the provider’s claim because the underlying complaints 
did not allege damage to tangible property. In the ensuing 
coverage litigation, both the Eastern District of Virginia and 
the Fourth Circuit Court of Appeals agreed with the insurer’s 
interpretation. The Fourth Circuit held that although the 
provider’s CGL policy “cover[ed] any damage that may have 
been caused to circuits, switches, drives, and any other physical 
components of the computer,” it did not cover “the loss of 
instructions to configure the switches or the loss of data stored 
magnetically.”3 Rather, “[t]hese instructions, data, and infor-
mation are abstract and intangible, and damage to them is not 
physical damage to tangible property.”4

Some courts followed the Fourth Circuit’s lead in holding 
that damage to electronic data was not covered property 
damage under CGL policies. For instance, in Recall Total 
Information Management, Inc. v. Federal Insurance Co., a Con-
necticut state court held that a records storage vendor that 
lost tapes containing the electronic data of a company in a 
theft did not have coverage for loss under its CGL policy.5 
The court explained that loss of electronic data did not 
constitute damage to “tangible property” as defined in the 
policy. Accordingly, there was no coverage for the claim as 
property damage. Similarly, in Ward General Insurance Services, 
Inc. v. Employers Fire Insurance Co., a California appeals court 
held that under a commercial insurance policy, the loss of a 
computer database with its consequent economic loss was 
not a “direct physical loss of or damage to” covered property 
under the terms of the subject insurance policy.6 Relying on 
other California precedent, the court reasoned that because 
the loss of the computer database was not accompanied by loss 
of or damage to tangible property, it was not covered.

This approach was far from uniform, however, with other 
courts broadly construing the terms of similar CGL policies to 
require coverage for damage to electronic data. For instance, in 
American Guarantee & Liability Insurance Co. v. Ingram Micro Inc., 
the Arizona federal district court held that computers suffered 
“physical damage,” as required by the CGL policy, where 
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information stored in the computers’ memory was destroyed.7 
The court reasoned (in reliance on authority from Connecti-
cut and Minnesota) that “physical damage” was “not restricted 
to the physical destruction or harm of computer circuitry but 
includes loss of access, loss of use, and loss of functionality.”8 
Because a “computer system and world-wide computer net-
work physically lost the programming information and custom 
configurations necessary for them to function,” these losses 
constituted physical damage for purposes of the CGL policy.9

2013 ISO Endorsements Address 
Data-Related Liabilities
In response to this ambiguity and coverage uncertainty, ISO 
issued new form endorsements in 2013 that added data breach 
liability exclusions to its standard CGL forms to clarify the CGL 
policy’s coverage grants in this area.

ISO endorsement CG 21 06 05 14 adds an 
exclusion to CGL coverage A, which replaces 
exclusion 2.p. under “Bodily Injury and Property 
Damage Liability.” The exclusion, under the 
caption “Access or Disclosure of Confidential 
or Personal Information and Data-Related 
Liability,” states that the CGL policy does not 
cover damages arising out of “[t]he loss of, loss 
of use of, damage to, corruption of, inability 
to access, or inability to manipulate electronic 
data.” The exclusion defines “electronic data” to 
include “information, facts or programs stored 
as or on, created or used on, or transmitted to 
or from computer software, including systems 
and applications software . . . which are used 
with electronically controlled equipment.” The 
exclusion does contain limited coverage for bodily injury 
caused by data-related perils by including an exception for 
“damages because of ‘bodily injury.’” ISO endorsement CG 
21 07 05 14 contains identical language but does not include 
the limited bodily injury exception. Thus, policyholders have 
a choice between ISO endorsement CG 21 06 05 14 and ISO 
endorsement CG 21 07 05 14 regarding the purchase of the 
limited bodily injury exception.

Finally, ISO endorsement CG 21 08 05 14 adds an exclusion 
to CGL coverage B for “Personal and Advertising Injury Lia-
bility.” Specifically, coverage is removed for liability arising from 
any access to or disclosure of “nonpublic information,” includ-
ing damages “claimed for notification costs, credit monitoring 
expenses, forensic expenses, . . . or any other loss, cost or expense 
. . . arising out of any access to or disclosure of any person’s or 
organization’s confidential or personal information.”

Rise of Privacy Laws after Creation 
of 2013 ISO Endorsements
The 2013 ISO endorsements to the CGL policy preceded 
important developments in data privacy and protection, includ-
ing enactment of the General Data Protection Regulation 

(GDPR) in the European Union and the California Consumer 
Privacy Act of 2018. Unsurprisingly, there appears to be a 
disconnect between the 2013 ISO endorsements and applicable 
data privacy statutes, including not only laws enacted after 
the 2013 ISO endorsements but also earlier state data breach 
statutes. As just one example, ISO endorsement CG 21 06 05 
14 excludes damages arising out of “[t]he loss of, loss of use 
of, damage to, corruption of, inability to access, or inability 
to manipulate electronic data.” Many of the U.S. state data 
breach statutes, however, define a breach as including the 
“unauthorized acquisition” of personal information.10 The 
GDPR’s definition of “personal data breach” is even broader in 
scope.11 This disconnect raises possible coverage questions about 
whether the “unauthorized acquisition” of electronic data, in 
the absence of any accompanying loss, is an “occurrence.”12

Additional coverage complexities may also arise in the 
context of regulatory enforcement actions for data breaches, 
including the imposition of fines by state attorneys general for 
statutory violations and whether insurance policies cover these 
fines under the policies themselves or in line with applicable 
laws and public policy.

Ambiguities Remain Because of Gaps in 
2013 ISO Endorsements’ Language
Because ISO provides advisory services to property and 
casualty insurers (and therefore adherence to ISO CGL form 
policies is not required), it is difficult to obtain metrics on how 
these endorsements are being used in practice. Carriers that 
incorporate the 2013 ISO endorsements in their CGL policies 
likely will argue that they do not cover property damage claims 
resulting from computer hacks or other cybersecurity incidents. 
As a general matter, exclusions in CGL policies are interpreted 
narrowly.13 While courts may limit the scope of the 2013 ISO 
endorsements, coverage disputes are of course resolved on a 
case-by-case basis, making no outcome guaranteed.

In Camp’s Grocery, Inc. v. State Farm Fire & Casualty Co., 
there was a coverage dispute regarding underlying litigation 

When ISO initially developed 
its CGL form, hacking, data 
breaches, and cybersecurity 
risk were either nonexistent 
or inconsequential for 
most businesses.
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brought by three credit unions against a policyholder follow-
ing a computer hack.14 The credit unions alleged that due to 
the policyholder’s lax security practices, they suffered losses on 
their cardholder accounts, “including for reissuance of cards, 
reimbursement of their customers for fraud losses, lost interest 
and transaction fees, lost customers, diminished good will, 
and administrative expenses associated with investigating, cor-
recting, and preventing fraud.”15 Mirroring the exclusionary 
language in the 2013 ISO endorsements, the policyholder’s 
CGL policy expressly excluded “electronic data” from the 
definition of “covered property” and did not provide coverage 
for “damages arising out of the loss of, loss of use of, damage 

to, corruption of, inability to access, or inability to manipulate 
electronic data.”16 Assessing both the CGL policy as well as 
two endorsements attached to the policy, an Alabama federal 
district court found that the insurer had no duty to defend 
or indemnify the credit unions’ claims that did not involve 
“property damage” as defined in the policy.17

In Country World Media Group, Inc. v. Erie Insurance Co., 
however, the Wisconsin Court of Appeals held that an insurer 
had a duty to defend its insured in litigation brought by a 
third-party media company for the insured’s alleged breaches 
of contract and negligence.18 The company alleged damages 
for both the loss of intangible data contained on videotapes 
and the loss of the tapes themselves on which television shows, 
master copies, and field footage were stored, caused by the 
insured’s destruction of the materials. Under the terms of the 
insured’s CGL policy, while property damage was covered, the 
policy expressly excluded “electronic data” from the definition 
of covered property and “[d]amages arising out of the loss of, 
loss of use of, damage to, corruption of, inability to access, or 
inability to manipulate electronic data.”19 The court concluded 
that the loss of the physical tapes constituted property damage, 
as the policy defined that term, and was therefore covered, 
without addressing whether the content of the tapes them-
selves constituted “electronic data” under the policy.20

Recent Developments Add to This Body of Law
More recent decisions, including some issued this year, con-
tinue to refine this area of the law, but uncertainty remains.

In 2018, the Sixth Circuit Court of Appeals held that an 
insured’s losses after a phishing attack were covered under a 
cyber insurance fraud policy.21 Specifically, the Sixth Circuit 
held that the district court erred in granting summary 
judgment to the insurer, finding that an insured’s business 
insurance policy did not cover its loss stemming from 
fraudulent emails that caused it to wire money to a party 
impersonating its Chinese vendor. The court reasoned that the 
insured suffered a “direct loss” as it immediately lost its money 

when it transferred the funds to the imperson-
ator, which constituted “computer fraud” as these 
terms were defined in the policy at issue.22

The Sixth Circuit’s decision was issued in the 
wake of Medidata Solutions, Inc. v. Federal Insurance 
Co., in which the Southern District of New York 
became the first federal court to hold that data 
loss after a phishing attack was covered under 
a cyber insurance policy.23 The Second Circuit 
Court of Appeals affirmed the district court’s 
ruling.24

Again, however, this approach is far from 
uniform. The Fifth and Ninth Circuit Courts of 
Appeals have denied coverage under comparable 
circumstances.25

This year, in National Ink & Stitch, LLC v. State 
Auto Property & Casualty Insurance Co., the Mary-
land federal district court ruled that lost data and 

the compromised operability of a computer system resulting 
from a cyberattack qualified as “direct physical loss” under a 
first-party property policy.26 National Ink & Stitch concerned 
a 2016 ransomware attack on an online screen printing and 
embroidery company. This attack prevented the company from 
accessing practically all of its software and files on its servers. 
After receiving the ransom payment, the hacker refused to 
decrypt the servers and demanded an additional payment. 
Instead of making the additional payment, the company 
hired a security vendor to replace its IT system entirely with 
new servers and computers and then sought coverage for the 
replacement costs under its business owners’ property insur-
ance policy. The carrier denied coverage for the replacement 
costs, and the company filed suit.27

Both parties moved for summary judgment on the issue 
of whether the company’s loss of data and the impairment 
of its system constituted “direct physical loss” within the 
coverage of the policy. In ruling for the policyholder, the 
court noted that the policy included “[e]lectronic data 
processing, recording or storage media such as films, tapes, 
discs, drums or cells” and “[d]ata stored on such media” 
within the definition of “covered property.”28 This defini-
tion was significant to the court, which applied principles 
of contract interpretation in addressing the parties’ dispute. 

Most cyber insurance policies 
exclude claims for bodily injury 
and property damage, even 
though those claims may not be 
covered by the insured’s CGL 
policy—therein lies the gap.
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The court held that the computer equipment impaired 
by the ransomware attack qualified as covered property 
because it contained hard drives and could not be used 
for electronic data processing, recording, or storage after 
the attack. In rejecting the carrier’s argument to the con-
trary, the court ruled that complete inoperability was not 
required because the policy protected against “damage to” 
covered property in addition to “physical loss.”29

Cyber Insurance Is Not a Magic Bullet 
to Cover Gaps in a CGL Policy
These cases underscore the value of purchasing cyber or 
network security insurance to cover gaps in an organization’s 
CGL policy and the paramount importance of precision in 
policy language. Cyber insurance alone, however, is not a 
magic bullet, and organizations that have cyber insurance may 
not be as protected as they believe themselves to be. Most 
cyber insurance policies exclude claims for bodily injury and 
property damage—even though those claims may not be 
covered by the insured’s CGL policy, as seen from the above 
examples. Therein lies the gap.

Underscoring the disconnect, in July 2019, one of the 
world’s largest commercial property insurers conducted a 
survey of chief financial officers (CFOs) at companies with 
over $1 billion in revenue.30 Of the CFOs surveyed, 71 per-
cent understood that their insurer would cover “most” or “all” 
of the damages their company would incur in a cyberattack. 
Many of the effects the CFOs expected to experience in 
a material cybersecurity event (such as issues arising from 
increased investor scrutiny), however, are not typically covered 
by cyber insurance policies.31

To mitigate future risk, policyholders should at a minimum 
review their CGL policies and any stand-alone cyber policies 
with experienced counsel to determine whether there is a gap 
in their coverage. If a gap in coverage is identified, policyhold-
ers should immediately explore additional coverage options. 
With the risks posed by cyber threats and data breaches 
expected to grow as more and more companies adopt work-
from-home policies and reliance on online and cloud-based 
services increases, attention to potential coverage issues arising 
out of these incidents is critical. Z
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