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Welcome
We are delighted to welcome you to our new quarterly 
newsletter focusing on the global hot topics for advertising, 
media and consumer brand executives. 

To support you as we progress through 2021 and beyond, 
we want to highlight some key trends, legislation updates 
and best practices from across the globe to protect and 
enhance your business. 

Meet Our New Team Members

In addition, we are delighted to have been joined by a 
number of outstanding new colleagues over the last few 
months. Please let us introduce you to:

Our Global Data Privacy & Cybersecurity Practice (Data Practice) continues to expand with a new team joining. We are 
delighted to have been joined by Alan L. Friel as Deputy Chair of the Data Practice. The new team comprises of counsel 
Kyle R. Fath (New York and Los Angeles); senior associate Kyle R. Dull (New York and Miami); and associate Niloufar 
Massachi (Los Angeles).

Welcoming the team to the firm, Ann LaFrance, who co-chairs the Data Privacy & Cybersecurity Practice, commented, 
“The continued expansion of our US Data team is an important step in the strategic buildout of our global practice in this 
area of high and growing demand for our clients, and we are delighted to have these talented and experienced colleagues 
join our ranks.”

In this edition, we cover:

Global

• New Competition Regulations Aimed at Big Tech

• Global Brand Protection Solutions: Cosmetic Industry

• Welcome to GlobalEdge

• Driving the Retail Experience Economy Through Digital 
Transformation

Asia Pacific

• China’s Personal Information Protection Law: What It 
Means to Companies

• Employment Law Fundamentals – Getting It Right in 
Australia! Why Should I Attend?

Spotlight On

• The Non-Fungible Token (NFT) Playbook

Europe

• Smart Consumer Devices at the Centre of the EU Internet 
of Things (IoT) Sector Inquiry

• The Unified Patent Court

UK

• European Union VAT: New E-Commerce Regime 
Imminent

• Incompetent #ad Disclosure – the ASA Issues Warning to 
Influencers

• Crackdown of Junk Food Ads! UK Government to Impose 
Restrictions on Online and Television Advertising of 
Products High in Fat, Sugar and Salt 

US

• Our Firm Trains California Consumer Protection Staff

• Informational Privacy as a Branding and Asset 
Management Opportunity

• BEST MODE: Noncompliance With the Duty of Disclosure 
Is Not an Option

• What Private Cos. Can Learn From Biden Cybersecurity 
Order

Blogs

To keep up to date with our latest news, please sign 
up to our useful blogs:

Our Global IP & Technology Law Blog is a source 
for news and insights into international legal issues 
involving intellectual property and technology, such as 
trademark and brand protection, patent prosecution 
and protection; trade secrets, data protection and 
privacy; and advertising and media issues.

Security & Privacy // Bytes is a source of news and 
insights on cybersecurity, privacy and data protection 
regulations and developments impacting businesses 
around the globe.

https://www.squirepattonboggs.com/en/professionals/f/friel-alan-l
https://www.squirepattonboggs.com/en/professionals/f/kyle-fath
https://www.squirepattonboggs.com/en/professionals/d/dull-kyle-r
https://www.squirepattonboggs.com/en/professionals/m/massachi-niloufar
https://www.squirepattonboggs.com/en/professionals/m/massachi-niloufar
https://www.squirepattonboggs.com/en/professionals/l/lafrance-ann-j
https://www.iptechblog.com/
https://www.securityprivacybytes.com/
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Global

New Competition Regulations Aimed at 
Big Tech
On June 11, 2021, the US House introduced five antitrust 
bills aimed at Big Tech. At the same time, across the 
Atlantic, a meeting in Cornwall, England, of the Group 
of Seven world leaders ended with a joint communique 
calling for cooperation on a number of digital matters.

The communique says G7 countries will find a “coherent 
way to encourage competition and support innovation in 
digital markets” and acknowledges that many countries 
believe that “participants with significant market power 
can exploit their power to hold back digital markets and 
the wider economy.” The communique also calls on all 
states to “urgently identify and disrupt ransomware 
criminal networks operating from within their borders, 
and hold those networks accountable for their actions.” It 
pledges that G7 countries will promote secure information 
technology and communications supply chains.

These developments represent the latest attempts by 
governments and competition agencies around the 
world at “rethinking” traditional antitrust and consumer 
protection tools of analysis and enforcement to adapt to 
the challenges posed by digital markets, with a particular 
focus on digital platforms’ alleged “gatekeeper” role and 
the collation of, and access to, data.

Commentators consider that the new US bills would 
align with the EU proposed Digital Markets Act, which (if 
adopted) will prevent digital markets “gatekeepers” from 
engaging in a list of black-listed conducts, including “walled 
gardens”, non-interoperable interfaces and systems, data 
accumulation, default settings, barriers to switching and 
the pre-installation of apps and services.

We have been following these developments around the 
globe and you can read more about it on our thematic page 
Global Digital Markets Regulation. To find our more, please 
contact Francesco Liberatore.

Global Brand Protection Solutions: 
Cosmetic Industry
“You do not have a successful brand unless you are 
confronted with counterfeits.”

Our global trademark prosecution and anticounterfeiting 
practices have been seeing a number of high-profile cases 
across the beauty and cosmetics industry as we see the 
emergence of challenger brands and the move to online. 
The industry is undergoing transformation and growth, and 
with that brings counterfeits.

For every successful brand, protecting and productively 
using intellectual property is a critical element of long-term 
growth. We can assist you to develop your brand, and to 
protect it from reputational damages and harms caused by 
counterfeits.

Our expert team fights counterfeits across the world, on 
every level, from the source of production, to international 
wholesale hot spots, to local markets and online.

To find out more, access our global guide that provides 
further information on our approach, focus, experience and 
team or contact Carlton Daniel or Marisol Mork.

Welcome to GlobalEdge
As businesses become more 
global, in-house lawyers and HR 
professionals are finding it 

increasingly difficult to keep on top of key employment 
laws and developments in the countries where they do 
business. In collaboration with our global network of 
preferred specialist labor and employment lawyers, we 
developed Global Edge. Global Edge is the next level of 
legal innovation, where design, technology and legal 
knowledge merge into one, helping multinational 
companies save time and money when researching foreign 
employment law requirements.

• 39 countries

• Up to 29 key topics per 
country

• Tailored notifications 
covering countries and 
topics of interest

• Horizon tracker and 
interactive map

• Create your own 
newsletter feature

• Legal summaries, 
horizons, “At a Glance” 
charts and articles

• Webinar and podcast 
player

• Special features covering 
COVID-19 and US Webinar 
Week

• Intelligent search 
functionality

• Live news feed

• Mobile compatible 
 
 

To request a complimentary demonstration or register for a 
free trial, please contact Global Edge.

Driving the Retail Experience Economy 
Through Digital Transformation
Facing the ever-changing digital transformation programs is 
one of the biggest challenges for retailers to interact with 
their customers and suppliers, so it is important to protect 
your brand and have robust controls of endorsement and 
sponsorship deals. We are here to help you establish a solid 
consumer experience, reputation and, in turn, revenue.

To support you in assessing the impact on your operations, 
supply chain, brand and marketing, as well as against 
numerous commercial risk factors, we have developed the 
Retail Digital Transformation checklist in order to guide you 
through the journey of digital transformation.

To find out more, access our checklist and guide that 
provides further information on our approach, focus, 
experience and team, or contact Matthew Lewis, Carlton 
Daniel, Simon Jones or Francesca Fellowes.

https://www.squirepattonboggs.com/en/services/key-issues/global-digital-markets-regulation
https://www.squirepattonboggs.com/en/professionals/l/liberatore-francesco
https://www.squirepattonboggs.com/en/insights/publications/2021/06/global-brand-protection-solutions-cosmetics-industry
https://www.squirepattonboggs.com/en/professionals/d/daniel-carlton
https://www.squirepattonboggs.com/en/professionals/m/mork-marisol-c
https://www.globaledge.legal/
mailto:global.edge@squirepb.com
https://www.squirepattonboggs.com/en/insights/publications/2021/05/driving-the-retail-experience-economy-through-digital-transformation
https://www.squirepattonboggs.com/en/professionals/l/lewis-matthew
https://www.squirepattonboggs.com/en/professionals/d/daniel-carlton
https://www.squirepattonboggs.com/en/professionals/d/daniel-carlton
https://www.squirepattonboggs.com/en/professionals/j/jones-simon
https://www.squirepattonboggs.com/en/professionals/f/fellowes-francesca
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Asia Pacific

China’s Personal Information Protection Law: 
What It Means to Companies
On October 21, 2020, the People’s Republic of China 
issued a new draft Personal Information Protection Law 
(PIPL). As the time allotted for the public to comment on 
the draft PIPL closed in November 2020 and a new draft 
was submitted to the legislators for review in early March 
2021, we do not expect to wait very long for the draft to 
be passed into law. Our publication provides the highlights 
of the PIPL, background and key definitions. Please 
contact us to help answer any questions and for additional 
guidance.

To find out more, access our publication that provides 
further information on our approach, focus, experience and 
team or contact Nicholas Hiu Fung Chan, Scott A. Warren 
or Ju (Lindsay) Zhu.

Employment Law Fundamentals – Getting It 
Right in Australia!

Why Should I Attend?
The Australian employment law landscape is governed by 
a complex combination of federal and state legislation, 
industrial instruments (including awards and, in some 
cases, enterprise (collective) agreements) and the common 
law. All employers have an obligation to ensure that their 
employment practices align and comply with all applicable 
workplace laws.

Our webinar on 23 June covered:

An overview of the Australian employment regulatory 
framework

• Your responsibilities under the Fair Work Act 2009 (Cth) 
and the National Employment Standards

• Modern awards and enterprise agreements

• The different types of employment in Australia

• Contracts of employment – tips and traps for ensuring 
your contracts are providing sufficient protection

To find out more, listen to our webinar or access our 
presentation materials, or please feel free to contact Nicola 
Martin.

https://www.squirepattonboggs.com/-/media/files/insights/publications/2021/05/china-personal-information-protection-law-draft-what-it-means-to-companies/chinapersonalinformationprotectionlawtl.pdf
https://www.squirepattonboggs.com/en/professionals/c/nick-hiu-fung-chan
https://www.squirepattonboggs.com/en/professionals/w/warren-scott-a
https://www.squirepattonboggs.com/en/professionals/z/zhu-ju
https://www.squirepattonboggs.com/en/professionals/m/martin-nicola
https://www.squirepattonboggs.com/en/professionals/m/martin-nicola
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Spotlight On – The Non-Fungible Token (NFT) Playbook

Overview
The buzz surrounding non-fungible tokens (NFTs) reached a fever pitch with the US$69 million sale of 
an NFT by digital artist Beeple in March 2021. While artwork has remained the predominant use of NFTs 
– and generated a good deal of media hype along the way − companies across a variety of industries 
are coming up with new and innovative use cases for NFTs – and turning to our multidisciplinary global 
team for guidance in the uncharted territory surrounding these digital assets. 

First: What Is an NFT?
NFTs are unique tokens based on blockchain technology. Unlike cryptocurrency tokens such as bitcoin, 
which are fungible, NFTs are digitally unique – no two NFTs are alike. The unique nature of NFTs, as 
well as the security and other advantageous features of blockchain technology, provide a number of 
unique benefits, including:

• Verification of ownership and authenticity

• Driving of value of digital assets through scarcity 

• Built-in smart contracts for re-sale royalties for artists and other NFT creators

• Decentralization of digital asset ownership, management and transfers (in other words, independence 
from large platforms)

Lifecycle of an NFT
In order to advise your business on the legal issues and third-party relationships that arise out of NFT 
deals, it is vital to understand the lifecycle of NFTs:

• The underlying work is created (or, it may be pre-existing)

• The NFT is “minted” on the blockchain

• The underlying work is hosted on a secure site or NFT marketplace, or is available as a virtual item on 
a third-party platform (gaming, social, etc.)

• The NFT may be sold on or through a public or private marketplace, third-party platform or in a peer-
to-peer transaction

• The NFT may be resold

An important distinction to keep in mind is that the underlying work that is represented or referenced 
by the NFT exists off the blockchain and completely separate from the NFT. The underlying work may 
be commissioned or created by the owner like a traditional artwork might be, or it might be a pre-
existing work/asset of the owner. Once created, the underlying work is hosted or is usable or viewable 
to the owner in a marketplace or gallery, on a secure hosting site that the NFT “calls to” or on a third-
party platform (e.g., social or gaming). 

The underlying work can be as simple as a JPEG image, a GIF, or a sound file, (e.g., MP4), but use 
cases are expanding and becoming increasingly sophisticated. Some noteworthy examples include 
a conversant, AI-powered female avatar; Snapchat filters and other virtual items for use in AR 
environments and games; virtual horses (that can be raced, betted on and bred); sports and event 
tickets; and even physical goods, such as luxury apparel sneakers and personal protective masks. 

Who Is Involved? Addressing Third-party Risks in NFT Deals
Depending on the specifics of an NFT offering, “drop”, or deal, a number of services and third parties 
will be involved in the process. The owner will likely have a direct business and contractual relationship 
to the extent any of the below parties are involved and must address the legal issues arising out of 
such relationships. Though not exhaustive, a checklist of stakeholders might include the following, and 
certain parties may serve multiple roles, depending on the nature of the arrangement:

• Creator of the underlying work, virtual item or event ticket

• Creator/Minter of the NFT

• Host of underlying work (e.g., hosting service)

• Marketplace (public or private) and third-party platforms (gaming, social, AR)

• Primary (and secondary) purchasers of the NFT
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• Agency (e.g., to aid in the promotional/marketing aspects if the NFT is promotional in nature)

• Blockchain wallet (to effectuate the transfer)

• KYC/AML provider (to address Know Your Customer/anti-money laundering obligations and risks; 
some blockchain wallets provide this)

• Carbon offset organization (to address carbon offset due to the energy expended, which is often a 
part of NFT deals for PR and other purposes)

Additional Legal Issues to Consider
Third-party intellectual property rights – As with the creation of any digital assets, the owner should 
have a clearance process with respect to patent, trademark, copyright and other IP rights to ensure that 
it has the right to utilize the underlying work in the manner contemplated by an NFT deal. Organizations 
investing in novel use cases should consider landscape searches and freedom-to-operate opinions, 
particularly when it relates to physical goods, a space where companies appear to be seeking patent 
protection. NFT marketplaces and organizations hosting works or virtual items in a gallery, website 
or platform should also take advantage of available safe harbor programs (e.g., DMCA in the US and 
the E-Commerce Directive and its local implementing provisions in the UK) and implement compliant 
procedures pursuant to the same.

Securities and other regulation – There is uncertainty as to whether an NFT in certain use cases 
would be considered a security under US securities laws. Given the blockchain-based nature of NFTs 
and the corresponding regulation of cryptocurrency, the potential speculation associated with certain 
NFT assets, and allowance for future royalties to be built into smart contracts, there are aspects 
of NFTs and their offerings that may subject them to securities regulations in the US and abroad. 
Businesses engaging in the offering and sale of NFTs should pay attention to updates and guidance 
from regulators on this issue. 

Why Choose Us
A well-connected team of experienced multidisciplinary lawyers from our Data Privacy, Cybersecurity 
& Digital Assets; Intellectual Property & Technology; Advertising, Media and Brands; and Blockchain 
Initiative groups have the skill, experience and insight to proactively advise clients on the complex legal 
issues that surround NFT deals and on how to effectively structure the deal based on the use cases and 
stakeholders involved. 

Select Experience
• Advising a major entertainment studio on structuring promotional and collectible NFT deals through 

contractual arrangements with various parties.

• Advising multiple clients on the development and minting of NFTs in the context of joint venture 
transactions.

• Drafting and negotiating agreements with blockchain service providers.

• Drafting terms of sale and service for a private NFT marketplace operated by a media company.

• Advising a public NFT marketplace on legal issues associated with its business model.

To find out more, please contact Carlton Daniel, Alan L. Friel or Kyle R. Fath.

https://www.squirepattonboggs.com/en/professionals/d/daniel-carlton
https://www.squirepattonboggs.com/en/professionals/f/friel-alan-l
https://www.squirepattonboggs.com/en/professionals/f/kyle-fath


squirepattonboggs.com

Europe

Smart Consumer Devices at the Centre of the 
EU Internet of Things (IoT) Sector Inquiry
The European Commission published the preliminary 
results of its IoT sector inquiry and tech giants come under 
pressure for the alleged “gatekeeper” role that their voice 
assistant apps (such as Siri, Alexa and Google Assistant) 
play in smart homes and with other connected consumer 
devices. The EU sector inquiry has so far collected over 
200 responses from IoT market players from across the 
world.

The key issues highlighted by the European Commission 
include the following:

• Contractual tying, exclusivity terms, preferential 
placement

• First mover advantage from services being pre-installed, 
whether on own devices or through contractual 
arrangements on, for example, smart TVs and their 
remotes

• Use and sharing of data — the European Commission 
highlights “very broad rights” over data generated by 
connected devices

Many of these concerns are familiar and echo the issues 
raised in recent and ongoing EU and national antitrust 
investigations into big tech companies.

To find out more, access our blog post or contact 
Francesco Liberatore.

The Unified Patent Court
The much-anticipated Unified Patent Court (UPC) faced 
several obstacles, with the more recent ones being Brexit 
and challenges before the German Constitutional Court. 
It seems the path is now clear and the UPC should be 
operational as of spring 2022.

Our dedicated UPC team is ready to advise in this area. 
Please read our full piece for answers to the questions we 
are most frequently asked:

• What Powers Will the UPC Have?

• Where Will the UPC Be Located? 

• What Kind of Proceeding Should We Expect?

• In What Language Will the UPC Proceedings Occur?

• How Will the Judges Be Appointed?

• How Much Will UPC Proceedings Cost in the First 
Instance? 

• Does it Make Sense to Opt Out of the Unitary Patent 
System, and When Should I Make This Decision?

To find out more, please contact Catherine Muyl, Dr. 
Sandra Müller or Jens F. Petry.

https://ec.europa.eu/commission/presscorner/detail/en/QANDA_21_2908
https://www.iptechblog.com/2021/06/smart-consumer-devices-at-the-centre-of-the-eu-internet-of-things-iot-sector-inquiry/
http://www.squirepattonboggs.com/professionals/l/liberatore-francesco
https://www.squirepattonboggs.com/-/media/files/insights/publications/2021/03/the-unified-patent-court/unified_patent_court.pdf
https://www.squirepattonboggs.com/en/professionals/m/catherine-muyl
https://www.squirepattonboggs.com/en/professionals/m/mueller-sandra
https://www.squirepattonboggs.com/en/professionals/m/mueller-sandra
https://www.squirepattonboggs.com/en/professionals/p/petry-jens-f
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UK

European Union VAT: New E-Commerce 
Regime Imminent
On May 13, 2021, HM Revenue & Customs published a 
Policy Paper outlining changes being introduced across 
the EU that will affect the VAT treatment of cross-border, 
business-to-consumer (B2C) e-commerce activities with 
effect from July 1, 2021. The changes will impact the VAT 
treatment of imports of “low value goods” into the EU or 
Northern Ireland (NI) from third countries (including Great 
Britain), and the movement of goods between NI and the 
EU.

The new rules are supposed to introduce simplifications 
but complexities, and potentially burdensome compliance 
obligations, can quickly arise in numerous scenarios. In this 
alert, we look at some of the implications.

To find out more, access our quick guide or contact 
Timothy Jarvis and Matthew Lewis.

Incompetent #ad Disclosure – the ASA Issues 
Warning to Influencers
The ASA has issued a stark warning to advertisers: non-
compliance with ASA rules on disclosures in advertising is 
rife and that is unacceptable. The regulator now plans to 
get tough with those in breach.

We blog regularly on Advertising Standards Authority (ASA) 
scrutiny of advertising rules in the social media landscape. 

The ASA has now released a social media compliance report 
following its analysis of over 24,000 social media posts by 
over 100 UK-based influencers. The ASA looked specifically 
at compliance with ad disclosure rules in social media.

To find out more about the key issues identified by ASA’s 
report and our summary of key takeaways, please read our 
blog post or contact Carlton Daniel. 

Crackdown of Junk Food Ads! UK 
Government to Impose Restrictions on 
Online and Television Advertising of Products 
High in Fat, Sugar and Salt 
After a public consultation, the UK government has 
announced that it will enact legislation restricting 
advertisements of foods that are high in fat, sugar or salt 
(HFSS). The new restrictions will introduce a new 9 p.m. 
TV watershed for HFSS products and a restriction on 
paid-for HFSS advertising online. The government has set 
itself a target to halve childhood obesity by 2030 and the 
new crackdown has been designed to assist by reducing 
children’s exposure to HFSS foods (such as crisps, juice 
drinks with added sugar and pizza). The policy will have 
a number of exemptions; for example, it will not apply 
to businesses with 249 employees or fewer that pay to 
advertise HFSS products. Restrictions will not apply to 
“owned media”, meaning that brands can continue to 
advertise it on their own media, such as through their blog, 
website or social media page. 

The government plans to include these restrictions in 
the forthcoming Health and Care Bill, and once passed 
by Parliament, it aims for them to come into force at 
the end of 2022. Once in force, Ofcom will regulate the 
restrictions, alongside The Advertising Standards Authority, 
who will carry out the day-to-day regulation.  

To find out more, contact Carlton Daniel or Ailin O’Flaherty.

https://www.gov.uk/government/publications/eu-e-commerce-package/eu-vat-e-commerce-package
https://www.squirepattonboggs.com/-/media/files/insights/publications/2021/05/european-union-vat-new-e-commerce-regime-imminent/european-union-vat-new-e-commerce-regime-imminent.pdf
https://www.squirepattonboggs.com/en/professionals/j/jarvis-timothy
https://www.squirepattonboggs.com/en/professionals/l/lewis-matthew
https://www.iptechblog.com/2021/02/the-danger-of-the-social-media-filter-asa-rules-adverts-are-misleading/
https://www.asa.org.uk/uploads/assets/dd740667-6fe0-4fa7-80de3e4598417912/Influencer-Monitoring-Report-March2021.pdf
https://www.iptechblog.com/2021/04/incompetent-ad-disclosure-the-asa-issues-warning-to-influencers/
https://www.squirepattonboggs.com/en/professionals/d/daniel-carlton
https://www.gov.uk/government/consultations/further-advertising-restrictions-for-products-high-in-fat-salt-and-sugar/outcome/introducing-further-advertising-restrictions-on-tv-and-online-for-products-high-in-fat-salt-and-sugar-government-response#outcome-and-next-steps
https://www.gov.uk/government/consultations/further-advertising-restrictions-for-products-high-in-fat-salt-and-sugar/outcome/introducing-further-advertising-restrictions-on-tv-and-online-for-products-high-in-fat-salt-and-sugar-government-response#executive-summary
https://www.squirepattonboggs.com/en/professionals/d/daniel-carlton
https://www.squirepattonboggs.com/en/professionals/o/oflaherty-ailin
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US

Our Firm Trains California Consumer 
Protection Staff
Following an Advertising Law Bootcamp webinar by the 
firm’s US Advertising Media and Brands (AMB) Industry 
Group in May, we were asked to do a custom version of 
the presentation for the Los Angeles County Department 
of Consumer and Business Affairs (DCPA) staff at their 
retreat on June 23. During an hour and a half training 
program, Marisol Mork, Alan Friel, Kyle Fath and Nilou 
Massachi provided insights on advertising and sales 
practices laws, as well as US data privacy and security 
law trends. DCPA staff provide compliance guidance to 
businesses, field and try to resolve consumer disputes 
and make enforcement referrals to the District Attorney’s 
office. 

Our AMB group also provides custom training on these 
issues to clients. For more information, contact Geri Clark.

Informational Privacy as a Branding and 
Asset Management Opportunity
Informational privacy is a hot topic. Just recently, new 
privacy laws in California and Virginia have brought Europe-
inspired requirements on how companies process personal 
information to the US.

Data is a valuable, but challenging asset.

Organizations can only meaningfully protect, and 
effectively make the most of, their digital assets if they 
know what data they have, the usage limitations that 
apply to it and where it resides and who has access to it. 
Data management is a huge challenge for organizations 
in the modern hyper-connected tech-enabled world; 
yet challenges can be turned into opportunities by 
organizations willing and able to step-up to them.

Data management is not just about legal compliance. In 
many ways, it comes down to branding.

To find out more, access our blog post or contact Alan Friel 
or Lydia de la Torre.

BEST MODE: Noncompliance With the Duty 
of Disclosure Is Not an Option

When you apply for a patent in the US, you have a legal 
duty to disclose prior art that could be used to reject your 
application – in essence, information that may be used 
against you by the examiner of your application. While 
persons accused of a crime have a right to remain silent, 
so as to avoid self-incrimination, inventors applying for a 
patent have no such right. To the contrary, an inventor’s 
failure to comply with the duty of disclosure risks any 
resulting patent being unenforceable.

To find out more, read our blog post or contact Todd 
Ostomel.

What Private Cos. Can Learn From Biden 
Cybersecurity Order
In the wake of the Colonial Pipeline breach, the Biden team 
has responded with a new order that provides guidance to 
businesses trying to stem cybersecurity threats. 

Please read our Law 360 article or contact Colin Jennings. 

mailto:geri.clark@squirepb.com
https://www.securityprivacybytes.com/2020/11/voters-approve-california-privacy-rights-act/
https://www.securityprivacybytes.com/2021/03/virginia-governor-signs-virginia-consumer-data-protection-act/
https://www.securityprivacybytes.com/2021/05/informational-privacy-as-a-branding-asset-management-opportunity/
https://www.squirepattonboggs.com/en/professionals/f/friel-alan-l
https://www.squirepattonboggs.com/en/professionals/d/de-la-torre-lydia
https://www.iptechblog.com/2021/06/best-mode-noncompliance-with-the-duty-of-disclosure-is-not-an-option/
https://www.squirepattonboggs.com/en/professionals/o/ostomel-todd
https://www.squirepattonboggs.com/en/professionals/o/ostomel-todd
https://www.squirepattonboggs.com/-/media/files/insights/publications/2021/05/what-private-cos-can-learn-from-biden-cybersecurity-order/what-private-cos-can-learn-from-biden-cybersecurity-orderlaw360.pdf
https://www.squirepattonboggs.com/en/professionals/j/jennings-colin-robert
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