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On 6 May 2024, the Defence Amendment (Safeguarding Australia’s Military Secrets) Act 2024
(Cth) (SAMS Act) introduced new provisions in the Defence Act 1903 (Cth) that prohibit:

Former Australian defence personnel from performing any work for foreign military
organisations or government bodies

Australian citizens and permanent residents performing certain work for foreign military
organisations or government bodies

These prohibitions will apply to work performed on and from 6 August 2024.

Background

The SAMS Act has been designed to protect Australia’s military secrets and strengthen our national security. According to

the Honourable Richard Marles, the deputy prime minister and minister for defence, the SAMS Act is not intended to prevent
Australians from working overseas or with all foreign government militaries, but rather to “prevent individuals with knowledge
of sensitive defence information from training or working for certain foreign militaries or governments where that activity would
put Australia’s national security at risk” by requiring those individuals to seek authorisation before undertaking such activities.

SAMS Act Explained

From 6 August 2024, unless they hold a foreign work authorisation (FWA), certain employees will be prohibited from performing
certain work for foreign military organisations or government except for those in Canada, New Zealand, the US and the UK
(referred to as “exempted countries” in this article).

The two categories of employees that will require an FWA and the work prohibited for each employee category are set out in
the table below.

Category Prohibited Work

Category 1 - Foreign Work Restricted Individuals (as Any work for a foreign military organisation or government
defined in the SAMS Act) body outside the exempted countries

An employee who held any of the following former defence
roles prior to their current employment:

Chief or vice chief of the Defence Force
Chief of navy, army or air force

Any member of the permanent forces (i.e. the permanent
navy, the regular army and the permanent air force)

Any member of the reserves (i.e. the naval reserve, the
army reserve and the air force reserve) who rendered
continuous full-time service

Secretary or Australian Public Service (APS) employee of
the Defence Department

Head or APS employee of the Submarine Agency

Category 2 — Other Australian Citizens and Permanent Providing training to a foreign military organisation or
Residents government body outside the exempted countries that relates
to either of the following categories:

Goods, software or technology within the scope of Part 1
of the Defence and Strategic Goods List 2021

Military tactics, military techniques or military procedures




However, the above prohibitions will not apply in any of the
following scenarios:

In the case of Category 1 employees, the former defence
role held by the employee falls within those listed in

the Defence (Non-foreign work restricted individual)
Determination 2024 (Determination), and the prescribed
amount of time has passed since they last held the role
(either one, five or 10 years depending on the nature of the
role)

For all employees, if the prohibited work performed by the
employee is any of the following:

Authorised by a written agreement to which the
Commonwealth is a party

Solely in the course of the employee’s service in or with
any armed force, and a declaration is issued by the AFP
minister that covers the work

In the course of the employee’s employment or
engagement by the Commonwealth

Solely or primarily for the purposes of providing
humanitarian aid and/or performing official duty for the
United Nations (or one of its agencies) or the Red Cross

The Need To Apply for an FWA

A Category 1 or 2 employee who applies for an FWA between
6 May 2024 and 5 August 2024 (inclusive) to perform
prohibited work may continue performing that prohibited work
without an FWA until they receive the result of their FWA
application. If the FWA application is denied, the employee
must cease performing the prohibited work on and from the
date of being notified of the denied application.

However, on and from 6 August 2024, a Category 1 or 2
employee who does not have, or has not already applied for,
an FWA must cease performing prohibited work on and from
that date until they apply for an FWA and the FWA is granted.

Implications for Individuals

A Category 1 or 2 employee who performs prohibited work
without an FWA will be guilty of a criminal offence, punishable
by 20 years' imprisonment.

Implications for Employers

It is important for an employer to ensure that its employees
are aware of their obligations under the SAMS Act, particularly
where a large portion of its employees are likely to be covered
by the SAMS Act, to minimise interruptions in its operations
caused by employees having to cease work.

Further, as outlined above, criminal liability lies with an
individual employee who breaches the SAMS provisions.
While the Defence Act does not specifically set out any
liability in respect of an employer of such an individual, the
criminal responsibility of an individual may be extended to
their employer under the Criminal Code Act 1996 (Cth).

Specifically, a person who aids, abets, counsels or procures
(whether intentionally or, notably, recklessly) the commission
of an offence by another person will be taken to have
committed that offence, unless they took all reasonable steps
to prevent the commission of that offence.

Depending on the nature of an employer’s business and the
types of its clients or customers (for example, a business that
provides training on the use of weapons or military aircraft to
foreign clients), the employer may incur accessorial liability

if any of its employees are found to have contravened the
SAMS Act, if it does not take reasonable steps to prevent the
contravention.

Actions that employers may take include:

Undertaking an assessment of how many employees
within the business are likely to fall into Category 1 or 2 to
determine appropriate and proportionate next steps

Sending out a memo to all employees to advise them of
the SAMS Act and directing relevant employees to, where
required, cease work and obtain an FWA

Updating employment contracts to provide that
employment is conditional upon the employee not being
subject to any prohibition under the SAMS Act, and if
they are, they must apply for, or hold, an FWA prior to the
commencement of their employment

Attending an online SAMS briefing hosted by the
Department of Defence about the implications of the SAMS
Act

Our Labour & Employment team can assist and advise
employers on queries regarding the implications of the SAMS
Act on their businesses.
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https://www.defence.gov.au/business-industry/training-events/safeguarding-australias-military-secrets-briefing

