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Welcome to the first edition of our newsletter — Red Flags,
Grey Lists and False Positives - Tales from the World
of Financial Crime - and thank you for reading.

While the newsletter is new, the work behind it is not. Many of you will
know us from previous roles, but this marks the beginning of a new chapter,
and a new platform from which to share insights, ideas and, we hope, the
occasional provocation.
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Regulatory Themes To Watch

Effectiveness in Motion — The Financial Action Task Force (FATF) and Stablecoin Supervision

Stablecoins continue to present a distinctive regulatory challenge — not because they
exist outside the financial system, but because they are now used within it, often by
entities or through channels that are not subject to the same obligations as regulated
financial institutions. This creates a growing mismatch between the scale of use (and its
potential consequences) and the strength of oversight.

Stablecoins are attractive. Their stability, denomination in fiat currency, and
programmability, make them an attractive alternative to conventional settlement
instruments. Not only for legitimate use, but also for illicit actors.

Price volatility, a limiting factor in the use of many cryptoassets for settlement, is not a
factor with stablecoins — a sanctioned entity moving US$10 million in bitcoin risks material
losses or gains in transit. Tether (USDT) or Circle (USDC) eliminate that risk.

Liquidity is another key factor. USDT alone sees over US$100 billion in daily volume —
providing ample capacity to move significant value quickly, quietly and without reliance on
the formal banking system.

This offers opportunities for sanctions evasion, capital flight and trade in restricted goods.
A sanctioned entity in Russia can acquire USDT using rubles or yuan, transmit funds to

a seller or intermediary, and never touch a regulated financial institution. The recipient
(for instance, a Chinese supplier of restricted dual-use components) can then convert
that stablecoin into yuan through an OTC desk, bypassing both cross-border payment
restrictions and capital controls. The transaction, in most cases, does not pass through
SWIFT or trigger traditional red flags.

Supervisory visibility is limited. Stablecoins such as USDT are ubiquitous, used across
both retail and institutional platforms, and often perceived as legitimate, reducing the
likelihood of scrutiny. Techniques such as “burn-and-mint” transfers (where tokens are
destroyed in one jurisdiction and reissued in another) further complicate tracing and
attribution.

The result is a fast-growing, liquid ecosystem that mimics many of the functions of
traditional correspondent banking but without its controls. For financial institutions, the
real issue is not possession of stablecoins on the part of their clients, but usage. Through
what channels, jurisdictions and conversion mechanisms? For regulators, the challenge
lies in supervising an instrument that appears benign. Stable in price, widely accepted.
Yet, it increasingly serves as a vehicle for opaque, high-risk activity. Its value may be fixed,
but the surrounding risk environment is anything but.

In light of this, supervisory attention has become more focused. The FATF's June 2024
follow-up report emphasised the need for jurisdictions to move beyond licensing and
address how stablecoins are used in practice — particularly in cross-border corridors,
peerto-peer platforms, and decentralised finance (DeFi) environments. Regulatory
expectations now centre on whether firms are able to implement controls effectively —
from wallet screening and Travel Rule compliance, through to the detection of obfuscation
technigues such as transaction splitting and layering.

Inspections in jurisdictions such as the UAE and Singapore have moved into a more
detailed phase, involving system walkthroughs, testing of transaction monitoring
calibration, and senior management interviews. In one instance, a virtual asset service
providers (VASP) was asked not only to explain its sanctions screening methodology, but
also to demonstrate how alerts were triaged and reviewed, and whether false positives
were subject to retrospective sampling. While the questions themselves are familiar, the
level of scrutiny — and the insistence on evidence — suggests a more exacting standard is
quietly taking hold.

We predict that stablecoins will come under closer and more coordinated regulatory
attention. Firms (pretty much anyone with exposure to cross-border value flows —
whether in banking, payments or virtual assets) may wish to examine whether existing
controls are calibrated to detect their more opaque applications.




Consumer Protection and Financial Crime Interplay

For some time now, the boundary between financial crime risk and consumer protection has been growing less
distinct. Regulatory thinking increasingly treats customer outcomes not only as a matter of fairness, but as an indicator
of control robustness — firms that cannot explain how clients are onboarded, assessed, given a price or exited are seen
to lack meaningful insight into risk. This is particularly relevant for fintechs and embedded finance providers, whose
service models can be intermediated, data-constrained or operationally distributed — and who may find themselves held
accountable for decisions taken elsewhere in the value chain.

This is particularly evident in the FCAs supervisory approach to the Consumer Duty, where the focus is not just on
documented frameworks, but on how firms behave in practice — how decisions are made, outcomes monitored and
customer interests embedded into day-to-day conduct. The regulator is now asking not what M| dashboards exist, but
how boards respond to what those dashboards show, whether governance structures support timely, risk-sensitive
decision-making, and whether customer outcomes are monitored in a way that reflects the firm’s real operating model
— not just its compliance narrative.

There are financial crime implications here too. In a 2024 supervisory engagement with a payments firm, the FCA
initially framed concerns around affordability, questioning whether the firm had adequate controls to detect when
customer spending patterns became inconsistent with their known profile. But as the review progressed, a more
structural issue emerged: the firm's systems failed to link those transactional anomalies to any form of risk-based
escalation. Behaviour that might have triggered a vulnerability review under conduct rules, or an enhanced due diligence
(EDD) trigger under anti-money laundering (AML) ones, was instead overlooked entirely.

We think (and hope) that we will see more of this “holistic thinking” in operation.

Crypto Licensing — From Eligibility to Sustainability

Licensing has brought structure to the VASP sector — setting expectations, formalising standards and raising the bar for
operational legitimacy. But attention is already shifting to whether licensed firms can operate sustainably, at scale, and
with controls that evolve as their client base and risk profile change. In this context, effectiveness is not measured by
initial readiness, but by how well systems hold up over time. Particularly where volumes increase, risk types diversify
and external scrutiny intensifies.

A case in point: a licensed VASP in a major financial centre came under regulatory scrutiny after it failed to recalibrate
its transaction monitoring rules, despite significant changes to client mix and transaction patterns. While the system
had met the initial licensing requirements, it proved insufficient as the business evolved. Investigations revealed alert
backlogs, inconsistent case handling and limited governance oversight. The issue was not noncompliance, but a failure
to adapt.

Regulators have responded by extending their lens. Licensing engagements now include questions about change
management, model governance and control sustainability, not just point-in-time compliance. In several jurisdictions,
firms have been asked to submit evidence of periodic rule review, post-launch control testing and incident-driven
remediation. There are growing signs that regulators are moving beyond licensing and are beginning to supervise firms
with expectations more closely aligned to those applied to established financial institutions.




Merchant Onboarding — The Operational Test of Risk-based Thinking

Merchant onboarding, once viewed as a procedural formality, has become a point of real regulatory
focus — particularly for firms operating in acquiring, platform payments and embedded finance.

The challenge lies not in documentation, but in interpretation — whether firms can recognise risk
patterns that are not self-evident, and whether commercial pressures are balanced by judgement.

As instances increase of merchants misrepresenting their commercial activity (claiming, for
example, to sell clothing while laundering the proceeds of unlicensed gambling), recycled corporate
structures, and layered beneficial ownership, onboarding is now seen as a first line of defence, and
a revealing test of operational maturity.

Merchants represent a particular risk because they act as gateways into the financial system, often
at scale. Banks and payment firms provide acquiring, processing or settlement services that allow
merchants to accept card payments, bank transfers or digital wallets. If a merchant is engaged in
illicit activity, such as laundering proceeds from online fraud, operating without a licence or selling
prohibited goods, the payment firm may unwittingly facilitate those transactions and become
exposed to regulatory or legal liability.

Unlike individual consumers, merchants can generate large volumes of transactions, often routed
through complex corporate structures, with little direct interaction once onboarded. This makes
front-end and ongoing due diligence (including verification of business purpose, ownership and
transaction expectations) critical. Where controls are weak, banks and payment firms risk being
used to obscure the source or destination of funds, to mask sanctioned counterparties, or to give
criminal enterprises access to financial infrastructure under a veneer of legitimacy.

The risk is not only theoretical — regulators have increasingly scrutinised merchant onboarding
failures in enforcement actions, viewing them as a failure of gatekeeping at the point of highest
leverage.

Increasingly frequently, when conducting inspections of payment institutions on behalf of
regulators, we have gone beyond simple know-your-business (KYB) file sampling and asked for
detailed walkthroughs of onboarding approaches. One firm was asked to explain why multiple
merchants, all sharing similar metadata and transactional profiles, were approved without further
scrutiny. Very simply, the firm lacked a mechanism to detect related parties.

Supervisors are also paying closer attention when onboarding is outsourced or distributed

across functions. Questions now include: " Who owns the decision?. “ What happens when risk
thresholds are overridden?; ” Is there a record of challenge, or just tacit acceptance?” These may
appear procedural, but they speak to something more fundamental: whether firms are able, and
willing, to apply judgement in environments where risk presents in less obvious ways. The direction
of travel suggests closer scrutiny to come.




Case Study of the Quarter

The Cost of Small Misses — Lessons from Spreadex

In May 2025, the UK Gambling Commission fined Spreadex Limited circa £2 million for failings in its AML and safer gambling controls.

The penalty followed a compliance assessment that found that the firm’s customer risk
assessments were insufficiently robust, that monitoring systems had failed to detect
harmful gambling behaviours, and that affordability checks were not applied in a timely

or proportionate manner. In one case, a customer deposited £1.7 million over three

months and lost over £600,000 in a single month. Yet, this activity did not trigger effective
scrutiny or intervention. Spreadex has since taken remedial action, and the commission
acknowledged its cooperation throughout. But the case nonetheless offers a useful window
into how supervisory expectations are evolving — and where operators may wish to revisit
not just their controls, but the assumptions underpinning them.

The Spreadex case is notable not because it involved egregious misconduct, but because
it did not. There was no single catastrophic failure, no deliberate circumvention of rules,
no rogue affiliate scheme. \What prompted regulatory action was something subtler, and
arguably more important: the quiet accumulation of missed opportunities to act. The
systems were there, but not responsive enough. Policies were in place but not followed
with the consistency or urgency that risk demanded. That is what gives this case broader
relevance, and why firms that appear compliant on the surface may still find themselves
under scrutiny.

One of the more challenging developments for operators is the growing expectation that
safer gambling and AML controls operate as a single, integrated system. In theory, this
makes sense. In practice, it is far from straightforward. The two regimes are governed by
different legislation, enforced by different teams and carry different risk tolerances. Many
firms have structured their operations accordingly.

But the reality is that high-risk customers rarely present neatly within one domain. The
same behavioural signals — aggressive deposit patterns, erratic play and inconsistent source
of funds — may point to both customer vulnerability and potential criminality. And firms are
now expected to respond in a way that reflects the full risk picture, not just the part of it
that is easiest to process.

That is a significant operational ask. It requires alignment between systems that were not
built to speak to one another, between teams with different escalation thresholds, and
between business functions whose KPIs do not always point in the same direction. In a
commercial environment where customer behaviour is increasingly complex, building that
kind of responsiveness (and governance around it) is no small feat. It demands not just
better tools, but better coordination, clarity of ownership, and a culture that treats risk
detection as a shared responsibility.

The practical implication is that “having controls” is not enough. Firms must show that
those controls can function dynamically, that they can scale, that they can evolve, and that
they are understood by the people who rely on them. This is particularly important where
manual interventions are required. If alerts cannot be triaged in time, or if governance
structures create uncertainty about who should act, the system as a whole loses its
integrity.

For gambling operators, this means revisiting not only systems and policies, but also the
capacity and confidence to act. For some, that will involve investment. For others, it may
mean rethinking the structure of control functions altogether.




Regulatory Watchlist

Noteworthy Developments This Quarter

UK FCA Final Notice — Starling Bank (£29 Million Fine for AML
Failings)

In June 2025, the FCA issued a final notice to Starling Bank, citing longstanding
weaknesses in its sanctions-screening arrangements and onboarding controls. The
notice detailed instances in which high-risk customers were onboarded despite internal
restrictions and noted gaps in sanctions list coverage that persisted over several years.

Why It Matters

The Starling enforcement highlights a familiar but unresolved tension: the pressure to
scale quickly while maintaining effective control. As digital firms grow, the onboarding

of high volumes of customers, often through automated, low-friction journeys, can

begin to outpace the development of core financial crime infrastructure. In this case,
growth was not the problem, but it created conditions in which known control gaps went
unaddressed for years.

The notice raises an important challenge to the “digital advantage” narrative: that new
entrants are more agile, more data-driven and better placed to respond to risk. Without
sustained investment in controls, and the internal support needed to prioritise them, that
edge can quickly erode. What is left is extensive exposure on a very large scale.

FATF Plenary — June 2025 Outcomes

The FATF Plenary reiterated its focus on virtual assets, with discussion centred on
stablecoin risk, Travel Rule implementation, and the continued need for effective
supervision of VASPs. Delegates also noted that a thematic review on supervisory
effectiveness in the virtual asset sector is expected later this year.

Why It Matters

While the substantive concerns remain consistent with earlier sessions, recent
plenary statements suggest a gradual shift in emphasis from adoption of standards to
their application in practice. Whether this will translate into revised guidance or peer
review criteria remains to be seen, but firms may wish to consider how they evidence
outcomes, not just alignment.




UK Gambling Commission — Enforcement Activity Continues

In addition to its enforcement action against Spreadex, the commission issued several
further penalties this quarter, including against operators whose controls around
affordability, due diligence and politically exposed person (PEP) screening were deemed
insufficient.

Why It Matters

Although these actions concern different firms and risk areas, there is a degree of
consistency in how the commission frames its concerns. In each case, the issue appears
not to be the absence of controls, but their limited reach or slow activation. This may
indicate a continued supervisory focus on the adequacy of execution, particularly where
rapid decision-making is required.

EU AML Package - Political Agreement on AMLA and Single
Rulebook

The EU Council and Parliament reached political agreement on the bloc's new AML
framework, including the formal establishment of a centralised AMLA. The agreement
provides for direct supervisory powers over certain high-risk entities and the introduction
of a harmonised single rulebook.

Why It Matters

Although the text is not yet final, the agreement signals a potential shift towards more
consolidated oversight of cross-border financial crime risk within the EU. Firms operating
in multiple member states may wish to assess how their group-wide arrangements align
with the principles of direct supervision and consistent application.

South Africa - Consultation on Crypto-asset Service
Providers

South Africa’s Financial Sector Conduct Authority (FSCA) launched a consultation focused
on the regulation of crypto-asset service providers (CASPs), following their formal
inclusion in the country’s AML/ combating the financing of terrorism (CFT) framework

in 2023. The paper seeks input on licensing, governance, conduct obligations and risk
management.

Why It Matters

The consultation reflects South Africa’s intention to formalise oversight of a fast-growing
sector while maintaining flexibility in how regulatory objectives are delivered. It also
provides a further indication, among several this year, that jurisdictions are seeking to
translate high-level standards into locally workable regimes.




Theme Spotlight

Operational Limits of Risk-Based Approaches

Risk-based approaches have long formed the backbone of financial crime compliance
frameworks. In principle, they allow firms to allocate resources proportionately, focus
attention where risk is greatest, and avoid the inefficiencies of overmonitoring low-risk
activity. The logic is sound. But in practice, implementation is under strain, and the very idea
of proportionality often falters at the point of execution.

Though seemingly obvious, one of the more persistent weaknesses in the application

of risk-based approaches is fundamentally conceptual — firms do not always understand
their own risk well enough to manage it proportionately. In some cases, this stems from
cognitive bias: an overreliance on past typologies, assumptions carried over from other
sectors, or the comfort of familiar red flags. In others, it is structural — risk ownership may
be dispersed, data flows poorly understood, or business models misclassified. The result is
a risk lens that is misaligned with operational reality. Firms may spend time and resources
on perceived threats while overlooking more material exposures. Not through indifference,
but through misjudgement. Before one even arrives at the question of how risk is
segmented or monitored, the more fundamental issue is whether it is being correctly seen.

Nowhere is this misalignment more apparent (or more operationally consequential) than

in how firms segment their customers and assign risk. If a firm cannot meaningfully
distinguish high-risk customers from low-risk ones, then it cannot allocate controls in a
defensible way. Yet segmentation may be overly simplistic (or, sometimes, unnecessarily
complex), imprecise or poorly calibrated in many organisations. Categories such as
“consultancy” or “retail” conceal more than they reveal. And where risk emerges only in
the aggregate (for example, through patterns of transaction behaviour, ownership structure
or jurisdictional exposure), poor segmentation leaves firms unable to act early, or at all.

Even where segmentation is sound, few firms maintain a truly unified view of the customer.

Data remains fragmented across systems and business lines, and ownership of that data
is often unclear. Without a consolidated understanding of how a customer interacts with
the firm — across products, channels and jurisdictions — compliance teams are left drawing
inferences from partial pictures. Patterns become harder to detect. Escalations arrive later.
And risk begins to drift from view.

Nowhere is this more visible than in the alert-handling process. Many firms continue to
generate volumes of alerts that far exceed their review capacity. This is not simply a staffing
issue. It reflects a disconnect between how systems are calibrated and what they are

able to support operationally. Where alert thresholds are defined without regard to triage
capacity, the result is often an unmanageable backlog — and within it, the quiet burial of

real signals. The difficulty is compounded when the feedback loop between detection and
decision-making is weak or absent, i.e. when those who investigate alerts are not those
who shape the thresholds that generated them.
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Much of this stems from a deeper problem — one of institutional design. Risk-based
approaches only function if the interdependencies between functions are strong and

well understood. But in many firms, the connections between first line, second line and
operational teams remain poorly mapped or untested. Policies are drafted by one function,
implemented by another and interpreted by a third. Each may act in good faith. But without
shared ownership and regular engagement, gaps emerge — not at the level of intent, but in
the handoffs where theory becomes practice.

This disjuncture is particularly apparent in the way policy updates are managed. Too often,
the issuance of a revised policy is treated as the endpoint rather than the beginning

of change. The document may be signed off and circulated, but implementation stalls.
Frontline teams are unaware. Systems remain unaltered. The policy exists, but only in form
—not in function.

Overlaying all of this is the question of governance. In some firms, decision-making still
rests too heavily on a small group of experienced individuals. While their judgement is often
sound, the model is fragile. When those individuals are absent or distracted, risk decisions
slow. Escalations are missed. And the organisation becomes overly dependent on personal
memory rather than institutional process. The ability to make consistent timely, and
defensible decisions — under scrutiny and at scale — begins to erode.

None of these issues are insurmountable. We have seen firms make tangible progress

by strengthening the underlying architecture of their control environment. That includes
investing in more dynamic segmentation models that evolve with customer behaviour;
consolidating customer data to build a single view of risk; recalibrating alert thresholds to
reflect operational capacity; and designing governance structures that reduce dependence
on key individuals. Tools such as role-specific decision matrices, post-event reviews,

and clearer escalation pathways between first- and second-line functions, have proven
particularly effective. The most successful firms do not chase complexity for its own sake.
They focus instead on improving alignment — between policy and execution, between data
and judgement, and between commercial activity and risk response.

In our work with firms across sectors and jurisdictions, we have found that the risk-based
approach does not fail because the theory is flawed, but because its operational scaffolding
has not kept pace. Where improvements are made, they tend not to come from redesigning
the entire framework, but from tightening its foundations: clarifying ownership, embedding
judgement into routine decisions, and removing the silent gaps between functions. The
firms that fare best are not those with the most sophisticated models, but those that
understand their own limitations — and respond to them deliberately. Effectiveness, in

this context, is not about breadth. It is about alignment. And that, increasingly, is what
regulators look for first.



Forward Look

What To Watch in the Quarter Ahead

As Q3 begins, several regulatory and supervisory developments warrant attention. Some are
structural, involving changes to the approach to oversight, while others are thematic, reflecting
areas where regulators are likely to probe deeper. For firms across banking, payments, gaming
and crypto, the coming months may offer opportunities to anticipate, rather than simply react
to, these shifts.

Data Governance Comes Under Closer Scrutiny

Across sectors, data is now central to how firms understand customer risk, monitor behaviour, and satisfy regulatory
expectations. But many firms still operate with fragmented architectures, legacy systems and patchy audit trails. There are
indications, including in recent thematic findings and supervisory speeches, that regulators are becoming less tolerant of
structural data constraints, particularly where they affect onboarding, transaction monitoring or sanctions screening.

Sanctions Screening and Trade Exposure Remain High on the Agenda

With continued geopolitical volatility, particularly in relation to Russia, Iran and certain African regimes, sanctions
implementation remains a focal point. Several recent enforcement actions suggest that regulators are paying increasing
attention to indirect exposures, including trade finance structures, offshore intermediaries and correspondent networks. Firms
involved in cross-border activity may wish to review not just their screening tools, but the quality of data that feeds them.

AML Regulation of VASPs Continues To Diverge

While FATF and global standard-setters continue to push for consistent VASP supervision, the reality remains uneven. Some
jurisdictions have moved quickly to license, monitor and inspect VASPs; others remain at an earlier stage. For firms operating
internationally, the third quarter is likely to see further tension between alignment and arbitrage. Attention will likely focus
on the EU (where AMLA is progressing), the UK (where the FCAs VASP regime is bedding in), and MENA (where several
jurisdictions are positioning themselves as innovation hubs).

Risk Culture Emerges as a Differentiator

Though rarely featured in enforcement notices, internal culture is increasingly visible in supervisory dialogue. Regulators are
asking not only whether frameworks exist, but whether they are taken seriously, and whether front-line staff feel equipped
to act when needed. This is unlikely to become a formal focus in Q3, but for boards and senior executives, it may be an
opportune moment to assess whether their organisational culture supports — or inhibits — the very responsiveness that
regulators now expect.

The coming quarter may not be defined by headline reform, but by a slow tightening of expectations. For firms prepared to
read across enforcement actions, regulatory commentary, and supervisory feedback, there is ample scope to act before the
guestions are asked.




Quick-fire Controversial Take of the Quarter

“In many firms, the biggest financial crime risk is not the client. It is the operating model.”

Of course, each client gives rise to a certain amount of financial crime, but in practice:

e Risk exposures, limits and progress against appetite are often not measured.
Poorly designed onboarding processes can normalise shortcuts or box-ticking, especially under commercial pressure.
Due diligence processes are often fragmented, with no visibility across the lifecycle.
Risk assessments are formalities — documents written once and never revisited, or worse, copied from peers without relevance.
Transaction monitoring generates alerts, but analysts are measured on closure rates, not insight — creating volume without value.
Escalations get lost in the middle, between operations, compliance, and legal — no one truly owns the risk.

So, while the focus is on identifying “bad actors’ the real exposure often lies in the systems, incentives and governance that shape how risk is managed, or missed.




Regulatory Consulting Services

1. For Banks, Fintechs, Electronic Money Institutions
(EMls), Gaming Operators and VASPs

Financial Crime and AML/CFT

AML framework reviews and remediation

e Transaction monitoring system design and optimisation
e Customer risk assessment (CRA) and CDD redesign

e Sanctions exposure reviews and testing

e Trade-based money laundering (TBML) detection frameworks

Licensing and Supervision
e |icensing support

e Regulatory health checks and risk gap assessments (ahead of regulatory visits)

Crypto and Digital Assets
e Compliance advisory
— Travel Rule implementation

e Custody and safekeeping framework for cryptoassets

Governance and Conduct

e Governance, risk and compliance (GRC) framework development
— Board training and attestation support

e Consumer duty and conduct risk reviews

¢ \Wind-down planning, conflicts of interests and safeguarding of client funds
advisory

— Prudential risk and Basel Ill/I\VV compliance?
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2. Technical Assistance for Regulators

AML/CFT Framework Development

¢ National risk assessments (NRAs) and FATF evaluation readiness

e Risk-based supervision frameworks and STR analysis

e Typologies for TBML, sanctions evasion, informal value transfer systems (IVTS)

e FATF readiness and post-greylisting remediation support

Supervisory and Enforcement Capacity Building
e On-site inspection and thematic review support and tools
e Training for prudential and AML/CFT supervisors

e Technical secondments and embedded experts

Legislative and Policy Reform
e Drafting AML/CFT laws, guidance, and regulatory frameworks
e Beneficial ownership regimes and frameworks

e Crypto regulation
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