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The US health care system 
is on the verge of pro-
ducing and exchanging 

larger volumes of electronic health 
information across health care 
facilities and state lines through 
greater adoption of electronic 
health record (EHR) systems. In 
preparation for these changes in 

information capture, display, and 
transmission, the medical tran-
scription professional society and 
trade association collaborated in 
developing guidelines for greater 
business transparency and profes-
sional service accountability to 
address the increased regulatory 
scrutiny in the privacy and securi-
ty of protected health information 
(PHI) handled in the medical 
transcription sector. 

Medical transcription is the act 
of translating from oral to writ-
ten form the record of a person’s 
encounter with a health care 
professional. Physicians and other 
providers employ state-of-the-art 
technology to dictate this infor-
mation and then rely on medical 
transcriptionists to transform their 
spoken words into comprehensive 
records that accurately communi-
cate clinical information. Medical 
transcriptionists are specialists 
in medical language and health 
care documentation. Medical 
transcription service operators 
(MTSOs) combine human 
intelligence and available tech-
nologies to create, aggregate, and 
transmit precise clinical data so 

that clinicians can focus on their 
primary role as caregivers, patients 
can rely on secure and accurate 
personal data, and provider orga-
nizations can optimize care, lower 
risk, and accelerate appropriate 
payer reimbursement. 

Regulation of electronic protected 
health information
Tied to health care reform was 
stimulus funding, authorized in 
2009, to spur on EHR adop-
tion and greater use of digital 
health information to “right 
size” the nation’s health care 
system, improve patient safety, 
and increase efficiency in the 
delivery of health care by driving 
more health information into the 
hands of providers and consum-
ers. Central to EHR adoption 
is the ability to capture and 
display health information in an 
accurate, timely, and actionable 
format. At least 1.2 billion clinical 
documents are produced in the 
U.S. each year, with nearly 60% 
of all clinical notes dictated and 
transcribed. With access to that 
amount of personal health infor-
mation, along with new expanded 
Health Insurance Portability and 
Accountability (HIPAA) provi-
sions enacted in February 2009, 
the medical transcription sector 
and its professionals are under 
greater scrutiny. 

As the sector transitions to digital 
health record management, 
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MTSOs and their clinical 
documentation specialists must 
maintain HIPAA compliance. 
Under the new HIPAA provi-
sions, business associates who 
access  electronic protected health 
information (ePHI) must have 
technical safeguards that include 
unique user identification, 
automatic logoff, audit controls, 
user authentication, and transmis-
sion security. MTSOs must also 
safeguard ePHI through a secured 
data center, ensure access to audit 
trails and automatic document 
destruction, and place controls 
over home-based personnel. 
Clearly, these technology-enabled 
requirements will challenge both 
those companies who are new to 
digital technology as well as those 
who were earlier adopters. 

To remain transparent and rel-
evant, MTSOs and their clinical 
documentation specialists must 
demonstrate that their services 
meet ethical standards accept-
able to their provider clients. 
Even though the market size of 
the medical transcription sector 
is approximately $12 billion 
annually, the sector has remained 
relatively under-scrutinized and 
unregulated. With the conver-
gence of greater data capture and 
document creation complexity, 
the requirement for providers to 
be a “meaningful user” of EHR, 
and the corresponding expense to 
build-out health IT technologies, 
there will be an increased need for 

greater transparency of transcrip-
tion services and business practice 
ethics.

Federal data breach notification 
laws
Under new federal data breach 
notification laws, transcription 
companies as HIPAA business 
associates must notify covered 
entities if unsecured PHI has been 
breached. Failure to notify the cov-
ered entity will subject the MTSO 
to direct government enforcement 
and penalties. The federal data 
breach notification law and its 
state counterparts are designed 
to protect personally identifiable 
information or sensitive personal 
information from compromise, 
and from unauthorized disclosure, 
acquisition, or access.1 

Federal Anti-kickback Statute
Another law affecting business 
practices in the medical transcrip-
tion sector is the Federal Anti-
kickback Statute (AKS), which is 
a criminal statute that prohibits 
the giving, accepting, soliciting 
(i.e., asking for), or arranging for 
any remuneration of value in any 
form (e.g., gifts, certain discounts, 
cross-referrals between parties), 
either directly or indirectly, for the 
purpose of inducing or rewarding 
referrals of items or services paid 
for by a federal government health 
care program.2  The statute is very 
broad and can apply to conduct 
that in other industries may be 
common. For example, a MTSO 

offering a health information 
management (HIM) director and 
her family an all-expense-paid 
trip to another country, paying a 
hospital administrator a “consult-
ing fee” to recommend a tran-
scription service, or providing a 
free PDA or laptop to the director 
of medical records in exchange for 
obtaining a transcription service 
contract could all be problematic 
under the AKS, if the requisite 
intent existed. 

Because this is a criminal statute, 
violations can result in jail time, 
criminal money penalties, and 
exclusion from participating in 
federal health care programs, 
including the Medicare and Med-
icaid programs. These penalties 
can apply to anyone involved in a 
prohibited transaction, including 
the giver or receiver of prohibited 
benefits for referrals. To be found 
guilty of violating the AKS, the 
party or parties engaged in a trans-
action must have “intended” their 
actions. The parties do not have to 
intend to break the law. They just 
have to knowingly and willfully 
engage in a transaction prohibited 
by the law. In the context of the 
AKS, this means the parties have 
to intend to offer, give, receive, 
solicit, or arrange for some item of 
value in exchange for services in a 
manner prohibited by the statute. 

Federal and state False Claims Acts
The federal False Claims Act and 
its state counterparts prohibit 
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any individual or business from 
submitting, or causing someone 
else to submit, to the government 
a false or fraudulent claim for 
payment. These false claims acts 
apply to all types of goods, ser-
vices, and government contract-
ing, and have been particularly 
effective in combating health 
care and pharmaceutical fraud. 
The federal False Claims Act also 
applies to subcontractors (e.g., 
MTSOs, billing companies, cod-
ing companies, medical device 
companies) who indirectly bill 
a federal health care program. A 
claim is any request for money 
made to a government contractor 
(such as a hospital or nursing 
home) if the government provides 
any portion of the money which 
is requested or if the government 
reimburses the contractor for any 
portion of the requested money. 
The definition of a “false claim” is 
any claim:
n which the billing person or 

company actually knows to be 
false,

n the accuracy of which was 
deliberately ignored by the 
person or company making the 
claim, and

n the accuracy of which was reck-
lessly disregarded by the person 
or company making the claim.

For example, the False Claims Act 
covers scenarios where the MTSO 
submits invoices with inflated line 
counts to a Medicare-participating 
hospital, with intentionally 

ambiguous line definitions 
included in the contract, when the 
HIM Director fails to indepen-
dently verify line counts, or when 
the MTSO bills the facility for an 
expedited report when a normal 
turnaround time was requested.

The False Claims Act also con-
tains qui tam, or whistleblower, 
provisions. Qui tam is a unique 
mechanism in the law that allows 
citizens who have evidence 
of fraud against government 
contracts and programs to sue, 
on behalf of the government, in 
order to recover the stolen funds. 
In compensation for the risk and 
effort of filing a qui tam case, 
the citizen whistleblower may be 
awarded a portion of the funds 
recovered, typically between 15% 
and 25%. A qui tam suit initially 
remains under seal for at least 60 
days, during which the Depart-
ment of Justice can investigate 
and decide whether to join the 
action.3  In addition, the Fraud 
Enforcement and Recovery Act 
(FERA), signed into law by Presi-
dent Obama on May 20, 2009, 
provides added enforcement to 
the False Claims Act. FERA gives 
the Justice Department more tools 
to fight fraud and increases their 
ability to combat financial crime 
by protecting taxpayer dollars 
from waste, fraud, and abuse.4

Ethical best practices
As outlined above, there are a 
number of federal and state laws 

and regulations that address 
ethical business practices for the 
medical transcription service 
sector. With health information 
management becoming a more 
transparent service in the deliv-
ery of health care, the medical 
transcription sector can expect to 
see more scrutiny of its services. 
Part of maintaining the public’s 
confidence in an industry entails 
the willingness of organizations 
to adopt best practices, including 
transparency, and to promote 
those objectives publicly. To that 
end, The Association for Health-
care Documentation Integrity 
(AHDI), and the Clinical Docu-
mentation Industry Association 
(CDIA) embarked on a process 
of developing an ethical best 
practices program for the clinical 
documentation sector’s busi-
nesses and practitioners. AHDI 
and CDIA stepped forward and 
created an Advisory Council on 
Ethical Best Practices to oversee 
a program related to business 
transparency and ethics. 

To address these regulatory 
reforms, the Advisory Coun-
cil developed an Ethical Best 
Practices Manual 5 for medical 
transcription service providers. 
They also developed a compen-
dium module for documentation 
professionals who must address 
new regulations in establishing a 
HIPAA-compliant home-based 
office. (The Advisory Council 
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was guided by one of the authors, 
Scott Edelstein, and Peter Preziosi 
was the former CEO of AHDI 
and CDIA when the Ethical Best 
Practices Manual was envisioned 
and created.) 

The Ethical Best Practices Manual 
is comprised of a series of best 
practice documents that can be 
used by transcription compa-
nies and their practitioners in 
developing internal policies and 
procedures. The manual can 
serve as employment guidelines 
to assist in achieving compliance 
with US laws and regulations, 
and offers guidance in operating 
medical transcription services in 
a transparent and ethical manner. 
One example of a “best practice” 

in transparency is a corporation 
making its code of ethics readily 
available for public scrutiny on its 
website. 

Included in the program docu-
ments are sample HIPAA policies 
and procedures and a model busi-
ness associate agreement to assist 
medical transcription companies 
in achieving compliance with the 
new HIPAA regulations. 

Both the manual and the com-
pendium include legal guidance 
specifically related to the practice 
of medical transcription, along 
with the items in table 1. The 
manual addresses the ethics 
challenges of “cherry picking” a 
client system and how to address 

this practice with workforce 
contractors and employees. It 
includes a section on the ethics of 
accurate time/date stamping on 
all transcribed reports, especially 
in instances where transcription 
platforms and technologies do not 
automatically generate these inclu-
sions at the end of the report. The 
manual and compendium address 
the appropriate use of  e-signature 
inclusions and/or “dictated but 
not read” inclusions. It provides 
clear guidelines about when it is 
and is not acceptable for a medical 
transcriptionist (or transcription 
service) to access, copy, and paste 
information from one patient 
report to another. Lastly, the 
manual includes guidelines and 
instructions for how an MT 
should handle requests made by 
the dictator that are either unethi-
cal or represent a violation of 
policy or compliance. 

The Ethical Best Practices Manual 
is an important step in demon-
strating to the health care industry 
and government officials that 
AHDI, CDIA, and their members 
are committed to safeguarding the 
privacy, security, and integrity of 
patient health information. The 
program was made possible by the 
thought leadership and content 
expertise of the service providers 
and practitioners who served 
on the Advisory Council. The 
next phase of this program is to 
develop metrics that can be part 
of a business credentialing process 

Table 1: Contents of The Ethical Best Practices Manual for the 
Healthcare Documentation Sector
n Statement of Ethical Best Practices 
n AHDI Code of Ethics 
n MTIA Code of Ethics 
n Best Practices in Operations 
n Best Practices in Billing 
n Best Practices in Compensation 
n Best Practices in Marketing and Solicitation 
n Employee vs. Independent Contractor Guidelines 
n Exempt vs. Non-Exempt Guidelines 
n Production Location Transparency Guidelines
n Essential Guidelines for Offshore Service Providers 
n Sample Non-Solicitation & Non-Compete Agreement 
n Best Practices in Legal and Regulatory Compliance 
n Sample HIPAA Policies and Procedures 
n Sample Business Associate Agreement  
n Guidelines for Establishing a HIPAA-Compliant Home-Based Office 
n U.S. 50-State Data Privacy Survey
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used by the associations to verify 
compliance with the guidelines set 
forth in the manual. AHDI and 
CDIA have a corporate commit-
ment to assisting this sector in 
serving the US health care system 
with the greatest transparency and 
the highest integrity possible. n

1 Gina Stevens: Federal Information Secu-
rity and Data Breach Notification Laws, 
Congressional Research Service, 7-5700, 
January 28, 2010.

2 Health and Human Services Office of 
Inspector General and Office of Public 
Affairs: Federal Anti-Kickback Law and 
Regulatory Safe Harbors Fact Sheet,  
November 1999.

3 The False Claims Act Legal Center, Tax-
payers Against Fraud Education Fund,  
May 2009.

4 S. 386, the Fraud Enforcement and Re-
covery Act of 2009, Library of Congress, 
Thomas.gov, May 20, 2009. 

5 Manual of Ethical Best Practices for the 
Healthcare Documentation Sector.  Available 
at http://www.ahdionline.org/Professional-
Practices/BestPracticesandStandardGuide-
lines/ManualofEthicalBestPracticesforth-
eHealthcar/tabid/443/Default.aspx
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