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NEW RISKS TO NON-US FINANCIAL AND OTHER
INSTITUTIONS ENGAGING IN TRANSACTIONS
WITH US AND EU SANCTIONED ENTITIES
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Non-US financial and other institutions that engage in transactions
with sanctioned businesses, persons and countries expose
themselves to increased risk of violating US and EU sanctions. For
years, the US has imposed comprehensive sanctions against Cuba,
Iran, and Sudan, as well as designated organizations and individuals.
A new sanctions regime against Russia nat only prohibits US and EU
persons and entities from certain dealings with sanctioned Russian
businesses, but also creates risks for non-US financial institutions
and other entities if they are alleged to have “caused” US persons
and entities to violate the sanctions, for example, by facilitating
transactions that are alleged to evade the sanctions.
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These risks are real and evolving in both the US and the EU. In

2010, Lloyds TSB paid US$350 million to settle charges that it had
violated US sanctions by causing US banks to process funds transfers
involving Iranian banks. This was the first of a series of ever larger
settlements, culminating in a guilty plea in June 2014 by BNP Paribas
and a US$8.9 billion settlement. In the BNP Paribas case, the plea
documents stipulated that the company had structured, processed,
and concealed billions of dollars of USD-denominated transactions
using the US financial system on behalf of banks and other entities
located in, or controlled by, Sudan, Iran and Cuba. This month, OFAC
representatives traveled to Europe, the Middle East and Asia to warn
foreign financial institutions about their dealings with sanctioned
entities. In the EU, enforcement actions are also increasing, prompted
by intelligence sharing between EU member states. In the UK,

the Financial Conduct Authority recently investigated breaches of
financial sanctions as part of its broader mandate to regulate and
oversee all UK-based financial services firms.
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Whereas, prior to cases like Lloyds TSB and BNP Paribas, many
non-US financial institutions believed their non-US activity fell
outside the scope of US sanctions laws—and thus outside the
jurisdiction of US criminal and regulatory authorities—those
and similar cases demonstrate that the relevant US enforcement
authorities are aggressively targeting non-US financial institutions
doing business with sanctioned countries, using novel and expansive
theories of jurisdiction for transactions denominated in USD. The
essence of the US authorities” jurisdictional theory is that all
USD-denominated transactions must pass through the US financial
system in the clearing process, and thus non-US banks engaging in
USD transactions involving sanctioned parties or countries violate
US law by causing the US clearing banks to process transactions in
breach of the sanctions (or even by “indirectly” exporting US financial
services to sanctioned parties and countries). Though the theories
are novel and evolving, US authorities have used them successfully to
obtain billions of dollars in fines and penalties from non-US financial
institutions.
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Regulatory scrutiny is mounting as still more sanctions are being
developed in Washington and Brussels.
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What is the Current Sanctions Regime with Respect to
Russia?

In 2014, the US and EU have implemented parallel — but not identical
— sanctions regimes against Russia that include the following key
restrictions:

e Prohibitions and restrictions on dealing in new equity or new debt
related to sanctioned Russian banks.

e Prohibitions and restrictions on dealing in new debt for certain
sanctioned Russian energy companies.

e Prohibitions and restrictions on dealing in new debt for
sanctioned Russian defense companies.

e Prohibitions and restrictions on providing drilling and pipeline
equipment to Russia; goods or services to certain sanctioned
Russian energy companies conducting Arctic, deepwater, or shale
oil exploration and production; and providing dual use goods or
technology if such items are or may be intended for military use
or for a military end-user in Russia.

e Prohibitions on transacting any business with any individual or
any entity on the US list of Specially Designated Nationals (57
individuals and 36 entities added under the Russian sanctions to
date) or the EU Consolidated List of Sanctions (131 individuals
and 34 entities added to date).
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US sanctions violations can trigger criminal penalties of up to US$1
million and up to 20 years” imprisonment per violation. Violations
can also trigger civil administrative penalties of up to the greater
of US$250,000 per violation or twice the amount of the transaction
that is the basis of the violation. Likewise in the EU, enforcement
for breaches of financial sanctions can lead to significant prison
sentences and/or fines.
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What Further Changes May Be Coming?

On September 18, the US Senate Committee on Foreign Relations
unanimously passed the Ukraine Freedom Support Act of 2014. The
bill is now pending full Senate consideration. If enacted into law, the
bill would create new risks for non-US financial institutions servicing
sanctioned Russian persons or businesses, or Russian businesses
undertaking certain activities in the defense and energy sectors.
Importantly, while the existing US sanctions regime against Russia
restricts only US entities” ability to do business with sanctioned
Russian entities, the new bill would extend those prohibitions to non-
US financial institutions through so-called “secondary sanctions.”
Specifically, the bill would require the US President to impose
sanctions against:

e Any person or entity that makes a significant investment in
certain types of Russian oil projects.

e Any person or entity that: (1) is owned by the government of the
Russian Federation or controlled by Russian nationals; and (2)
manufactures, sells, transfers, brokers, or otherwise assists in
the transfer of defense articles into Syria or certain former Soviet
bloc states.

e Any non-US financial institution determined to have engaged
in significant transactions involving: (1) entities sanctioned
pursuant to the defense sector and energy sector sanctions; or (2)
sanctionable activities related to the defense sector and energy
sector.

e Any non-US financial institution determined to have facilitated
a significant financial transaction on behalf of an individual
sanctioned pursuant to the US sanctions regime.
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The bill would also require the President to prohibit any non-US
financial institution found to have violated these prohibitions from
opening or maintaining a correspondent or payable-through account
in the US, thereby cutting off a foreign bank’s access to the US
financial system.
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Why Choose Squire Patton Boggs?

To protect their businesses, non-US financial institutions must
secure effective counsel with the skills and experience necessary

to identify and counteract the risk of an enforcement action, defend
against enforcement actions that are initiated, and help implement a
compliance framework designed to protect against potential future
violations. Moreover, the transnational nature of these sanctions
regimes requires a law firm that operates in all the relevant
jurisdictions. Effective counsel must have a keen understanding of
—and experience dealing with — the relevant geopolitical conditions
that are shaping the current sanctions regime.
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With a market-leading, global presence of 44 offices in 21 countries
on five continents, Squire Patton Boggs operates at the crossroads
of law, government and business around the world. We are actively
engaged in all aspects of US and EU sanctions regulations and
policies, and we understand the challenges that exist for non-US
financial and other institutions as they face heightened scrutiny from
regulators.
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Our colleagues in Washington and Brussels maintain strong
relationships with key US and EU lawmakers and regulators, and

we offer foreign financial institutions and businesses a “one-stop”
solution for economic sanctions and policy advice. Our lawyers assist
foreign banks and businesses to establish and implement compliance
and risk mitigation regimes, monitor legislative and regulatory

action for the imposition of additional sanctions, defend against
enforcement actions, and develop and deploy public policy strategies
to engage the US administration and Congress, the European
Commission, and EU member states. We assist in several key areas:
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Compliance: Our team audits current compliance procedures,
designs and implements updated compliance policies where needed,
and conducts employee and leadership compliance training. Our
objective is to identify and counteract potential violations before they
occur.
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Enforcement: We counsel non-US financial institutions and
businesses in responding to OFAC and other inquiries. If sanctionable
conduct is alleged or if an enforcement action is in fact initiated,

our Trade & Sanctions, Investigations & White Collar, and Litigation
departments rapidly deploy as one team to defend against such
actions.
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Monitoring: Our Washington, London, Brussels, and Moscow offices
stay one step ahead of evolving sanctions regimes in part by closely
monitoring executive and legislative developments. We see changes
before they occur, and help our clients prepare.
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Public Policy Advocacy: Our sanctions team is complemented by
a deep bench of former government officials from capitals around
the world where they learned how to navigate the government
decision-making process. They include former Members of Congress,
congressional staff, ambassadors, officials from the US Departments
of the Treasury, State, Justice and Commerce; Ministers, European
Commission staff, and WTO officials. Our public policy teams design
and implement policy strategies to mitigate potentially damaging
legislative provisions before they become law.
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Squire Patton Boggs can help. Our combination of substantive legal
expertise, sophisticated policy acumen and global platform results

in an unrivaled ability to help financial institutions and businesses
effectively anticipate and defend against sanctions.
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