
UK
Investigatory Powers Act Challenged in Court of Justice for 
the European Union 

Judgment in Case C-698/15 has held that the general retention of 
traffic and location data is incompatible with EU Law. The Court of 
Justice for the European Union (CJEU) found that the indiscriminate 
retention of traffic and location data, along with the ability to access 
that data without having to go through an independent body, was 
contrary to EU law. Although the case was brought to the CJEU in 
respect of the Data Retention and Investigatory Powers Act 2014 
(DRIPA), this legislation has now been replaced by the Investigatory 
Powers Act 2016, the content of which, if judged by the same 
criteria, is arguably more problematic than its predecessor. 

US
New York Department of Financial Services Issues Revised 
Cybersecurity Regulation 

The New York State Department of Financial Services (DFS) has 
released an updated version of its “Cybersecurity Requirements for 
Financial Services Companies.” According to the DFS, the proposed 
regulation, which will be effective from 1 March 2017, will require 
banks, insurance companies and other financial services institutions 
regulated by the DFS to establish and maintain a cybersecurity 
programme designed to protect consumers and ensure the safety 
and soundness of New York State’s financial services industry. DFS 
considered an array of comments and suggestions during a 45-day 
comment period that ended in mid-November. It is providing a 
further 30-day comment period on its updated version.

Privacy Implications of 21st Century Cures Act 

The 21st Century Cures Act intended in part to address medical 
innovation and promote faster drug approval, also has privacy 
sensitive provisions. Privacy Tracker reports that “there are a 
handful of provisions that will impact certain elements of the 
healthcare privacy world”, along with “a constant reminder 
throughout the law of the importance of personal data in all aspects 
of healthcare and the public interest in the appropriate utilisation 
of this information”. Among other provisions, the law “gives 
medical researchers the ability to review certain data to develop 
research protocols remotely” subject to “appropriate security”. 
Other provisions deal with existing rules regarding the disclosure of 
healthcare professionals to communicate with certain caregivers. 

Case Under Illinois Biometric Privacy Law Settled 

The Illinois’ Biometric Information Protection Act (the Act) requires 
companies that collect biometric data, defined in the law to include 
physical identifiers such as DNA and fingerprints, to obtain written 
consent from the individuals and disclose how the collector will use 
and store the information. 

The statute has spawned a number of class action lawsuits in the 
state. The most recent settlement, involving L.A. Tan Enterprise, 
Inc., required the company to put in place policies to bring its 
biometric data collection and storage practices into compliance 
with the Act, or destroy all non-compliant biometric data that it still 
held. The company will also pay out US$1.5 million. According to 
the complaint, the company used fingerprint scans to identify its 
members without getting proper consent or providing disclosures 
detailing how the company uses, stores and shares biometric data.

Contacts

Philip Zender
Partner, San Francisco
T +1 415 393 9827
E philip.zender@squirepb.com

Francesca Fellowes
Senior Associate, Leeds
T +44 113 284 7459
E francesca.fellowes@squirepb.com 

Stephanie Faber 
Of Counsel, Paris
T +33 1 5383 7400
E stephanie.faber@squirepb.com 

Annette Demmel
Partner, Berlin
T +49 30 7261 68 108
E annette.demmel@squirepb.com 

Caroline Egan
Consultant, Birmingham
T +44 121 222 3386
E caroline.egan@squirepb.com

Emma Garner
Associate, Leeds
T +44 113 284 7416
E emma.garner@squirepb.com

Weekly DP Alert
2 January 2017

The contents of this update are not intended to serve as legal advice related to individual situations or as legal opinions 
concerning such situations nor should they be considered a substitute for taking legal advice.

© Squire Patton Boggs.

All Rights Reserved 2016squirepattonboggs.com

25669/01/17

http://curia.europa.eu/juris/document/document.jsf?text=&docid=186492&pageIndex=0&doclang=EN&mode=req&dir=&occ=first&part=1&cid=544422
http://www.iptechblog.com/2016/12/cjeu-general-retention-of-traffic-and-location-data-is-incompatible-with-eu-law/
http://www.iptechblog.com/2016/12/cjeu-general-retention-of-traffic-and-location-data-is-incompatible-with-eu-law/
http://www.legislation.gov.uk/ukpga/2014/27/pdfs/ukpga_20140027_en.pdf
http://www.legislation.gov.uk/ukpga/2016/25/contents/enacted/data.htm
http://www.legislation.gov.uk/ukpga/2016/25/contents/enacted/data.htm
http://www.dfs.ny.gov/legal/regulations/proposed/rp500t.pdf
http://www.dfs.ny.gov/legal/regulations/proposed/rp500t.pdf
https://www.congress.gov/bill/114th-congress/house-bill/6
https://iapp.org/news/a/privacy-and-security-impacts-of-the-21st-century-cures-legislation/
http://www.fingerprintsettlement.com/DocumentHandler.ashx?DocPath=/Documents/Exhibit_1_Stipulation_of_Class_Action_Settlement_FFF_.pdf

