
US Department of Justice’s Guidance:
“Bug Bounty” Programs

Secure software emerges after continually identifying and fixing 
bugs. This time-tested strategy in the arsenal of software security 
development techniques garnered media attention in the early 
2000s when self-labeled “white hat hackers” broke software, then 
approached the software manufacturer with an offer to reveal the 
bug in exchange for payment or even a job. However, gone are the 
days where such white hat hackers could expect to be hired after 
breaking an application. Also, gone are the days when attempting to 
break into applications was treated lightly by application developers. 
Third parties who attempt to break applications without invitation 
now risk civil or criminal violations under the federal anti-hacking 
statute (Computer Fraud and Abuse Act 18 U.S.C. 1030) and its  
state analogs.

These days, application developers may opt to run a “bug bounty” 
program, which invites third parties, subject to certain conditions, to 
attempt to break or find bugs in a particular application. For example, 
the US Air Force recently announced that it had fixed hundreds of 
security flaws on its public websites thanks to the service’s first bug 
bounty competition, in which over 200 vetted researchers hunted for 
digital defects on the Air Force’s public networks1.

Yet without clear protocols, boundaries and contractual language 
in place, bug bounty programs could inadvertently compromise 
sensitive information or disrupt services.   

In recognition of this risk, the Department of Justice (DOJ) issued 
a framework for establishing safe, sound bug bounty programs, 
which it calls “A Framework for a Vulnerability Disclosure Program 
for Online Systems”; possibly to promote good application security 
practices generally.2 The DOJ’s “Framework for a Vulnerability 
Disclosure Program for Online Systems” defines “vulnerability” 
as “an occurrence of a weakness (or multiple weaknesses) within 
software, in which the weakness can be used by a party to cause 
the software to modify or access unintended data, interrupt proper 
execution, or perform incorrect actions that were not specifically 
granted to the party who uses the weakness.”3 The guidance lays 
out a framework for organizations to establish a structured program 
(“vulnerability disclosure program”) to manage third parties to 
discover security weaknesses. 

1 Eduard Kovacs, Experts Who Hacked U.S. Air Force Earned $130,000, SECURITY 
WEEK, August 10, 2017. 

2 A Framework for a Vulnerability Disclosure Program for Online Systems, US 
Department of Justice − Computer Crime and Intellectual Property Section,  
July 2017. 

3 Id. at fn. 2.

According to the DOJ’s framework, a vulnerability disclosure 
program should “clearly describe authorized vulnerability disclosure 
and discovery conduct.” Policies should define at minimum (i) 
what methods a third-party security firm may use to uncover an 
organization’s vulnerabilities and (ii) how the third party may deliver 
its findings to the organization. A brief summary of the DOJ’s key 
recommendations is provided below.

A Closer Look at the DOJ Four-step 
Framework
Step 1: Design the Vulnerability Disclosure 
Program

• Determine what systems and/or data will be subject to the 
program. Considerations include the sensitivity of the data; the 
existing safeguards in place on the system; and any regulatory or 
contractual restrictions on the data’s disclosure.

• Determine how to handle data that implicate interests of those 
outside the organization, including obtaining the necessary 
authorization.

• Determine what restrictions to impose on the methods and 
techniques that have been authorized to detect vulnerabilities.

• Specify the type of vulnerabilities to target and how to 
differentiate among the different types.

• Refer to other resources for guidance on establishing a 
vulnerability disclosure program (e.g., 18F vulnerability disclosure 
playbook; NTIA’s multistakeholder process resource concerning 
cybersecurity vulnerabilities; ISO 29147 guidance on vulnerability 
disclosure).

Step 2: Plan for Administering the Vulnerability 
Disclosure Program

• Define reporting procedures and submission protocols to address 
the discovery of a security vulnerability.

• Define a point of contact for receipt of vulnerability disclosure 
reports.

• Define personnel who can assist with questions concerning the 
organization’s vulnerability disclosure program.

• Decide how to handle accidental and good faith violations as well 
as those that are intentional and malicious.

http://www.securityweek.com/experts-who-hacked-us-air-force-earned-130000
https://www.justice.gov/criminal-ccips/page/file/983996/download
https://handbook.18f.gov/responding-to-public-disclosure-vulnerabilities/
https://handbook.18f.gov/responding-to-public-disclosure-vulnerabilities/
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities
https://www.ntia.doc.gov/other-publication/2016/multistakeholder-process-cybersecurity-vulnerabilities
http://standards.iso.org/ittf/PubliclyAvailableStandards/c045170_ISO_IEC_29147_2014.zip
http://standards.iso.org/ittf/PubliclyAvailableStandards/c045170_ISO_IEC_29147_2014.zip


Step 3: Draft a Vulnerability Disclosure Policy 
That Accurately and Unambiguously Captures the 
Organization’s Intent

• Define what activities are authorized and unauthorized using 
plain, easily understood terms.

• Define the scope of the systems and/or data that is subject to the 
vulnerability disclosure program as specifically as possible.

• Define protocols to address restricted and sensitive data that 
require special handling.

• Specify the consequences for violations of the vulnerability 
disclosure program policies.

• Encourage participants to obtain clarification regarding the 
organization’s program policies prior to engaging in conduct that 
may be inconsistent or unaddressed by the policies.

• Consider defining a process for notifying affected entities outside 
the organization when a vulnerability is discovered.

Step 4: Implement the Vulnerability Disclosure 
Program

• Make the program policies easily accessible and widely available 
internally and externally.

• Encourage participants who are conducting vulnerability 
disclosure activities to follow the organization’s vulnerability 
disclosure program and policies. 

Legal Pitfalls to Avoid
The DOJ has made it clear that the provided framework is intended 
as a means of assistance, not authority. That said, organizations 
inviting external sources to run security checks against their systems 
are strongly advised to follow the DOJ’s four-step framework 
to develop a formal vulnerability disclosure program to avoid 
potential harm to the organization. Some framework considerations 
themselves carry legal implications that require careful 
consideration and possible legal counsel prior to implementation. A 
few of these potential pitfalls to avoid are provided below.

• Be especially mindful of whether to include applications that 
maintain sensitive information as part of the vulnerability 
disclosure program. Weigh the risks and consequences of 
exposing information that your organization has a legal duty  
to protect4.

• Explicitly define authorized testing methods. For instance, some 
organizations prohibit social engineering and denial-of-service 
attacks because they can adversely impact an organization’s 
normal operations5.

4 Id. at fn. 5.
5 Id. at 3.

• Prepare a separate engagement agreement to use with the third 
party, containing explicit terms of service/participation consistent 
with your vulnerability disclosure program and internal policies.

• Establish proper training protocols with a defined body of 
knowledge, expectations and accountability mechanisms in 
order to develop a team of informed personnel who understand 
the organization’s vulnerability disclosure program and its 
policies. This team can serve as a resource to answer questions 
and provide support for the third-party service to avoid 
misunderstandings and inadvertent violations.

• Determine what legal or operational measures to take in the 
event of accidental violations as well as those that are intentional 
and malicious. Define the organization’s obligations in the event 
an outside entity initiates legal action against the third party 
conducting the security assessment on the organization’s systems.

• Prepare a separate reporting procedure in the event a vulnerability 
is discovered that affects the interests of entities outside the 
organization. Make sure that the procedure contains provisions 
specifying how and when discovered vulnerabilities should  
be reported. 

Happy bug hunting!
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